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Introduction

1 Introduction

The Radix Device Management Platform is a comprehensive, SaaS turnkey solution to
manage entire fleets of devices remotely, without the need to set up local servers. The Radix
platform can be used on Android devices as well as devices running Windows, Apple OS,
108, or ChromeOS. Radix Device Management latest release features a new Ul that is faster,
more feature-rich, and more secure.
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2 Login Screen

To start using Viso 2.0, go to the login page at https://visomdm.com/v2/index.html#/login.
You’ll see the login screen on the left side, along with a brief description of the advantages of
the Radix Device Management on the right.

Radix Viso MDM login

= @ 'i‘

........ & +‘~

Forgot password?

OR
Make your device management smarter and more
LOG N WITH GOOGLE G J focused.
We offer end-to-end device management solutions,
LOG IN WITH MICROSOFT 2% j consolidating all the organization devices, processes and
stakeholders into one easy-to-use platform.
Don't have an account? Register Reduce complexity.

o Radi) '
Privacy policy

Figure 2-1: Radix Device Management Login Screen

When creating a Viso account, you’ll be assigned a Radix username, account name, and
password.

Once you have created an account, either as an administrator or as a user, you can log in
using a Google or Microsoft account as well. If you add a user who with the option to log in with
a Google/Microsoft account, a confirmation email will be sent to the user. The user will be able to log
in after confirmation.

Viso MDM Accounts sccounts@glbth.com via amazon

tome w

Radi)

Dear

‘We hope all is well.

According to our records, your administrator registered a new Radix VISO device management account for you.
The account is paired with your GOOGLE account.

Please click the button below to confirm your account registration.

Confirm my account

Confirm my account

Best,

The Radix team

Radix Technologies Ltd.
Email: support@radix-int.com
Website: www.radix-int.com

Figure 2-2: Google Confirmation E-mail

Note: A user who logs in via a Google or a Microsoft account can be related to only one domain. If
you would like to switch to another domain, the user will have to be removed from the previous
domain.
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Overview Dashboard

3 Overview Dashboard

After successfully logging in, you’ll see the Overview dashboard, which gives information
about the number of devices and users presently active, and which apps and operating
systems they use the most.

= Radix 2 cored

== Dashboard

110

L0 Devices Total devices Active devices Total users Active users

Q Commands

5] Connected devices () O [0 Recently enrolled devices O
a% Users
panta 113
+
B repositories 500 | M Oct 30,2023
L — | L 2138193110
L Account settings b F Y
a00 S . e
: i Oct 30,2023
200 | ) 213.8193.110
o ' 62
aH oM 24H  >24H ~Jeex o " 48 Oct 25 2023
213.8193110
- = Leaflet| © OpenSireethtap

Figure 3-1: Overview Dashboard—Top Pane

You can collapse the options on the left side of the screen by clicking on the hamburger menu
in the upper left:

o 47

Active devices

111

Total users

Total devices

- 5] Connected devices ) oll = Recently enrolled 4
devices ¥
e, 2052d2620ab35021
o & 0ct31.2023
500 21389310
" €8¢
4B Oct 31,2023
300 ol 528186192
200
& vcso vz
o 21389310
0 —— — \
a o 20m 240 Ol § = Leatet | 6 Cponsweeiiop |
=
& Most used apps & | @ Lastcommands O ‘ ‘ (D os distribution O

Figure 3-2: Overview Dashboard—Top Pane with Hamburger Menu collapsed

3.1 Overview Dashboard--Top Panes

The banner at the top of the page displays the following information:

e Total devices: The total number of devices enrolled in the system.

e Active devices: The number of devices that are active in the last 24 hours.

e Total users: The total number of users enrolled in the system.

e Active users: The number of users who are presently using the system (excluding
yourself).
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Rad ix 2 qeprod

]

o
687 {36 <116
° Total devices I Active devices h Total users - Active users

Figure 3-3: Overview Dashboard--Top Panes

3.2 Overview Dashboard—Middle Panes

Underneath the top ribbon, you’ll see fields that show the number of devices that are
presently connected and where they are located, as well as the ID of recently enrolled
devices, with information about the operating system that they use, the Device ID, the

enrollment date, and the device’s IP address. Clicking on the Reload icon Q in any of the
fields will update the information.

- 5 Connected devices W) @ Last seen device locations W) Ct :ecgntly enrolled &
evices
£2
/ ( 5
rE
O e ,/ & Nov21.2023
e = / { 2138193110
400 /// T ktcmt
/ / & Nov9.2028
300 /\ / / 213819310
Vi
ane. N i ( 282
) i e A Nov19.2023
100 e Y .
S5 f AP - S )ﬁ1 2138193110
o S— —— bt f { g o
A O e i / I

an oH 244 >24H pe N y | SN e Leanst | © Opensueetiap 292
. A Nov16.2023

Figure 3-4: Overview Dashboard--Middle Panes
The middle panes display the following information:

e Connected devices: The total number of devices enrolled in the system,
according to their last check-in time.

e Last seen device locations: The locations of the last devices who reported their
connection to the domain.

3.3 Overview Dashboard—Bottom Panes

In the bottom section of the Overview Dashboard, there are fields that display the most used
apps among the active devices, the last commands that were used, and the distribution of
operating systems among the active devices.

& Most used apps & || @ Last commands O || @ osdistribution

72 nstaations.
0.

661

Devices

Settings
15 nstall

° [ T

1% 81 0% 7%

Caleulator
527 Installatio

Figure 3-5: Overview Dashboard--Bottom Pane

The bottom panes display the following information:

e Most-used apps: Statistics regarding the most frequently used apps.
e Last commands: A list of the last-performed commands.
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e OS distribution: A pie chart showing the distribution of operating systems among
the devices.

3.3.1 Last Commands Pane

The Last Commands pane gives you information about the latest commands that you sent to
a device, or a fleet of devices. If you click on any particular command, the Command Status
window opens up, telling you when the command was sent to the device, and whether or not
it was executed.

Command status (Ad-Hoc - Device settings : 24 hours off) X
Status filter: All [ c [E3)
1D Time v Status
Bl Nov 14, 2023, 11:36:21AM (®» Command executed
BF Nov 14, 2023, 11:36:18 AM < Command sent
| 1 0 | 0
Success Failed | Pending

100% 0% 0%

CLOSE
Figure 3-6: Command Status window, showing that the command was successfully executed

We’ll see the Command Status window when we’ll discuss the Commands Console (Section
5).

3.4 User Profile Menu

°
When you click on the User icon *= in the upper-right of the Viso 2.0 Dashboard, you’ll see the
User Profile Menu. For Viso 2.0 users with Admin privileges, it offers the following options:

= Radix . ‘ o _ o, pPres

Profile

Dashboard Devices = § + o C

Billing
L0 Devices o N
Serial number v Sim 0. = I HardwareID N
Language 2
0 Commands

unknown - 40 #  Dark theme
-w  Users 84

unknawn - 4 Back to classic Ul
=5 Repositories © unknown an virtual “ Logout

" - irtual " virtual

Q Account settings © unknown e 7o

unknawn - 7cb rd

- 6 >

o remove user:a - (1 1

Figure 3-7: User Profile Menu, in upper right

e Profile, with user account options,
e Billing, displaying information about payments and credit balance,
e Language, for adjusting the interface language,
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e Dark Theme, to toggle between a white or dark background,
e Back to Classic UI, to revert to the UI of the previous Viso version,
e Log out, to exit the system.

Note: For Viso 2.0 users with only User privileges, the User menu will not have the “Billing” option.

Profil
Users Q  Search ome

Language (i3]
Type Username Email Authority Tags Statu —
. Darktheme ()

Back to classic Ul

Log out

Figure 3-8: User Profile menu for non-Admin users

We’ll go through the options in detail:
3.4.1 Profile Option

The Profile option in the drop-down menu displays your Username, Contact Name, Email
address, and the current interface language. It also has options to change your user password
or enable two-step verification on your account, to make the login process more secure.

Figure 3-9: User Profile Screen, with options to change password, enable two-step verification, or delete an account

To enable two-step verification:

1. Download a two-step verification app, such as Google Authenticator or Microsoft
Authenticator.

2. Perform the verification either by:
a. Scanning a QR code provided by the verification app, or
b. Manually entering the verification code that the verification app provides.
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If you have Administrator privileges, there is also an option to delete an account.

User profile x
-——
Email address
E_ English (US) v
CHANGE USER PASSWORD
ENABLE TWO-STEP VERIFICATION
DELETE ACCOUNT
&

To delete an account:

Overview Dashboard

1. Click on Delete Account.
2. When prompted if you’re sure that you want to delete the account, click Yes.

Note: If you have Administrator privileges, clicking the Delete Account option will
completely delete the account and all its records and log you out of the platform.

If you only have User privileges, the User Profile dialog box will appear as follows:

User profile X

Name

. Contact name

Email address

E= English (US) v

[ CHANGE USER PASSWORD }

[ ENABLE TWO-STEP VERIFICATION }

l REMOVE USER ]

CANCEL UPDATE

Figure 3-10: User Profile dialog box for regular client user

For someone with only User privileges, the procedure to remove a user is the same as for
someone with Admin privileges. However, clicking Delete User will delete the user and log
you out of the platform, but the user may still be able to access their records.

3.4.2 Billing Option

If you are logged in with Administrator privileges, you will be able to see your billing history by

clicking on Billing in the drop-down menu. The billing history will include a list of credit events, the

date on which they occurred, the number of credits in your balance, and more.
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= Radix 2

- Account status W e bl Account credits [ = Profile o
=B L]

Billing
. . Redeem credi
o Billing history [ Show device coupons G
i Language ]
o Credit event Date Credits Creditsbef.. Credit after Notes Code . n
Dark theme
= - |
B3 purchase event Oct 29,2023 1095 495268 496363 device coupon 6C0079B6A2 Back to classic Ul
E B purchase event Oct 26,2023 1095 496204 497299 device coupon 000014ae85dc5fa2 Log out
Credit calcula
n B3 purchase event Oct17 2023 1825 500454 502279 device coupon LTN&101003459
Enter number of years a
B3 purchase event Sep 21,2023 -343 518227 517884 device coupon 6438428ab05%ed5f
Enter number of devices 1
3 purchase event Sep7 2023 1095 526489 527584 davice coupon 6CO079B6A2
Total year credits needed 1
o B purchase event Sep7 2023 1095 525394 526489 device coupon 000014ae85dc5fa2
2 Sounasion (0 S =

Figure 3-11: Billing History Display

3.4.3 Language Options

The Language option allows you to select a different language for the user interface.

Radix 8 s

= Profil =
|
] [ 49 e
Actl Facturation ‘
Lo Statut du compte Compte créé R A
° English (US) Lenoue @ m
Historique de facturation [ il i Themasombre
- e . )
catala Retour a I'interface utilisateur classique
Evénement de cr... Date Crédi.. Créditsav.. Créditapres
E ke Se déconnecter
= purchase event Oct 29,2023 1095 495268 496363 2 ‘ “
L FhePx
B3 purchase event Oct 26,2023 1095 496204 497299 dc5fa2
E . Calculateur de crédit
rancais
5 purchase event Oct 17,2023 1825 500454 502279 159
Deutsch Entrerle nombre d'années 1
3 purchase event Sep 21,2023 -343 518227 517884 159ed5f
eAANVIKG Entrez le nombre 1
s==_nurchaca svent San7 202%  NQS 524480 527584 : ) d'appareils
£\ Sound Siren - (1) “ Nombre total de crédits 4

Figure 3-12: The Language option, with French selected as the interface language

This option is available for users without Administrator privileges. We will see in Section 6.2
that a user with Administrator privileges can change the interface language for all users.

3.4.4 Display Theme Options

When you log in to the Viso 2.0 Device Manager, you may choose between three different display
options: a white background, a dark background, or the Classic user interface with which you may be
familiar from previous versions of Viso.

When you first log in to the Viso 2.0 Device Manager, everything will be displayed in the default
white theme. If you find this to be too intense and would prefer a dark background, we recently added
an option to switch to a Dark theme. If you have used Viso in the past, you can also go to the Classic
user interface.

To toggle between the different themes:

1. Click on the Profile icon in the upper left corner.
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A drop-down list will appear, allowing you to select Profile information, view billing
information, select the display language, select a dark or light display, revert to the classic Ul,
or log out of the interface.

= Radix 8 e
- Frofilo
L |
677 q 40 10 oof 3 [ o
[o Total devices OLY sctve devices Y Tatal users [ ) e |
Y |
“ . . Dark theme
5. Connected devices & @ Last seen device locations. & [0 Recently enrolles
- Back to classic Ul
| + - Logout
. : M 0ct30.2023
- i oae 2138193110
e
paad H(
9 -
200 - 2138193110
B S i & as 2o
e wm aam  saen M Oets 2023
o 213819310
= Lestit | © CpmSreeiiop

= Radi)X

Dark theme
£J Connected devices W) @ Last seen device locations Q L0 Recently enrolle

Figure 3-13: Dark Theme Overview Dashboard

Also, in the meantime, you have the option Back to the Classic Ul for users who are accustomed to
the previous user interface. Selecting Switch to New UI will get you back to the new user interface.

= Radi¥ ® o

-

e sWITCH To NEW Ul

S]Lo6 out

637

14 17 17

Figure 3-14: Classic Ul of the Overview Dashboard

3.4.5 Logout

Selecting this gets you to the Logout screen.
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Log out

Are you sure you want to log out?

Figure 3-15: Logout Screen
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4 Devices Console

The Devices console is considered the “heart” of the Viso 2.0 platform. It allows you to see all the
devices that are presently in the system, as well as the username, the user’s email, and more. It allows

you to assign privileges to a particular device, as well as troubleshoot the device if the user is having
problems.

In the new Ul, we have improved the appearance and functionality of the Devices menu. You’ll see

that the commands that you use the most appear at the very top, and you have an option to expand the
menu.

To view the Devices console, click on the Devices icon in the Overview Dashboard.

= Radiy £ e

28 Dssnnoara Devices [ + > m | B Groups

B YW N M om

SE—

o - o

Figure 4-1: Devices Console

To work with a particular device, click on that device’s “kebab menu” on the far right.

Devices =9 + © & C m

0. = _ HardwarelD Name Email J Last seen
- 65 ’ © 0ct30,2
- HA /' Eitan radi» B © Oct 30,2 &
PS 2f6fC /' My device na @® Oct30,2 ¢
a 292 7/ radix © 0ct30,2 ¢
- e /' canal + © 0ct30,2 :
- e / ® 0ct30,2 ¢

Figure 4-2: Device's Kebab Menu

A grid of commands will open up with all of the options for working with your device.
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Devices
0. = . HardwarelD
- 65!
- H
- 2f6i
- 29
- 1e
- 11

=]

Advanced messaging

Nai °
N Clear apps data
/
'd
Enable apps
7
)
/
Kiosk
/7
<
P
/7

OTA

Figure 4-3: Display of Devices Menu Options

AFW install / uninstall

o

Device settings

+

Firmware update

Manage users

A

Policies

Devices Console

*

Change agent password

=

Disable apps

Install package

~

Metrics

=

Remote control

The commands will be displayed depending on your device’s operating system. (For
example, there are 27 available commands for Android devices, and only 5 available
commands for ChromeOS devices.)

All the Command options, for all devices, are covered in Appendix A—Commands Grid.

4.1 Using the Devices Console Ribbon

When you open the Devices Console, you’ll notice menu options at the top of the page that
are inactive. When you check the checkbox for a particular device in the device list, these
menu options at the top of the Devices Console become active. This menu contains the
commands that you’ll employ the most, as well as options to expand the menu with “More

2

ns.
- F (- = N\ i = dh ° =
- Radlx Remote Install package Advanced message Device settings Policies Workflow More actions - daProd
B8 Dashboard Devices HA195F3Y $ +  C m | B Groups
L0 Devices = £ HardwarelD J Name J Serial number 2 Local ip Last:
@  commands (V] HATS / Eitan Hi 10.0.0.4 Nc
Figure 4-4: Device Console Ribbon of Commands
Table 4-1: Devices Console Commands
Icon Description
|;| Allows the Viso 2.0 user to access and operate a
device remotely
Remote

=

Install package

on a device

Allows the Viso 2.0 user to install a software package
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a Allows the Viso 2.0 user to select a message
containing audio/visual content, and send it to a
Advanced message device
@ Allows the Viso 2.0 user to modify settings on a
device
Device settings
m Sends a policy for a feature to the device
Policies
I% Sends a workflow (= a series of commands to be

executed) to the device
Workflow

Opens a grid of additional actions that can be
performed on a device

Maore actions

We’ll briefly go through the options in the Device Console Ribbon:
4.1.1 Remote Control

Viso includes a remote-control option which allows you to interact with and essentially
operate the user’s device remotely. It’s especially useful in situations where you want to
engage customer support or debug a device. The remote-control option in the Viso 2.0 user
interface offers faster performance that is also more secure. Use of the remote-control option
is discussed in detail in Appendix A, Section 10.1.21.

4.1.2 Install Package
This option allows you to remotely install software packages on a particular device. This is
discussed at length in Appendix A, Section 10.1.15.

4.1.3 Advanced messaging

This option sends a text message with an image to a device. The message may be a
“Welcome” message, a holiday greeting, or an emergency alert. The message options include
an image, an image with sound, a full-screen video, or interactive HTML forms. The message
can be timed and triggered according to time of day and the like. The process of creating and
using an Advanced Message is discussed in Appendix A, Section 10.1.1.

4.1.4 Device Settings

This option allows the Viso 2.0 user to remotely adjust a device’s settings. This could include
selecting a type of keyboard, enabling or disabling a screen saver, or performing a reset on
the device. Adjusting the device settings is discussed at length in Appendix A, Section 10.1.8.

4.1.5 Policies

If there are certain applications on your device that violate your rights, have security issues,
or are not play-protected, you can essentially blacklist and block these applications. This is
done by means of the Policies option in the Devices Control Ribbon. This capability is
discussed in depth in Appendix A, Section 10.1.20.

4.1.6 Workflow
This allows sending a series of commands to a device. This is discussed at length in
Appendix A, Section 10.1.36.
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4.1.7 More actions

Devices Console

Clicking on the “More Actions” button will give you access to all the other options in the
Command Grid, as discussed in Appendix A.

~z
d = [~ {§} Q ﬂurj : qaProd
wote Install package Advanced message Device settings Policies Warkflow More actions
ES [ 4 *
AFW install / uninstall Apple custom command Change agent password
Name 2 Local ip Last seen v Ip address
/' Mike TABLET 192168118 Nov 8. 207 com 7743773167
Clear apps data Dep Apple profile Disable apps
/s 192168.5.63 Nov 8. 207 213.8193.110
=z] r
7 10.0.0.20 © Nov7.202 Enable apps Export to CSV Firmware update (il.com 45.80.89185
/ Eitan 10.0.0.6 @® Nov7.202 _ iL.com 147.235.204.195
= -3
/My device 192.168.5.205 @ Nov7.202 Group dashboard Kiosk Manage u: com 213.8193.110
/s 192168.5.116 @© Nov7.202 I~ 3% > ail.com 213.8193.110
Metrics oTA Remote execute
/ test 192.168.5.162 Nov 6. 207 il.com 213.8193.110
a o w
/' Lenovo 9 black 6 192168.5.37 0ct 29, 20 g rail.com 213.8193.110
Remove Google accounts Scheduler & triggers
T i Restart " comman d
/s 192168.5.116 0ct 29, 20 ail.com 213.8193.110
D = 0}
/' Mike Yoga 11 192168.5.73 0Oct 24,20 com 213.8193.110

Send files

Send message

Shutdown

Figure 4-5: Accessing the Commands from the More Actions button

4.1.8 Warning Icon
For security reasons, the first handshake between a device and the VISO server will generate
a unique authentication token. This token is stored on the server and on the device.

On occasion, you’ll see that a device has a warning icon next to its Device ID. This
indicates that the device has lost its authentication token and can’t register with the VISO
server. It could be due to the device being uninstalled and reinstalled, a factory reset, or data
being wiped from the device.

You should reset the device’s authentication token, in order to enroll your device on the VISO
server again.

r
B T & & coprou
5 Devices ) sitan x ¥ m | B8 Groups

e 0

L= ]

Figure 4-6: Warning icon next to device in Device Console

If you click on the warning icon, a window opens, giving you options to enable
comprehensive management capabilities on the device, and reset the device’s authentication
token. After taking the necessary steps, you will be prompted to confirm the reset. After
confirming, the warning icon should disappear.
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How to enable comprehensive management
capabilities (device owner or system) on your X

device?

)
After enrolling

« Open the agent on the device

Option 1: check if your device has a compatible service file (SCManager)

« On the upper right side click the 3 dots

« Click on settings
+ Click on find SCManager

| « It will search, download and install

« Restart your device

« After you should have system level permissions enabling low-level device

management capabilities

Option 2: enroll your device using Google EMM (Android for Work)

For more information on how to enroll your device using a QR code click here

For more information on how to enroll your device with Android for Work credentials click

here

Please note:

« Enrolling your device using Google EMM (Android for Work) is only relevant for devices

with Google services (GMS)

CLOSE

Figure 4-7: Instructions to re-enroll a device

4.2 Search Bar Ribbon

At the top of the Devices panel, underneath the Device Console Ribbon, you’ll see a search
bar, with additional commands:

Devices

= ® 4+ o C Wl | B Groups

Figure 4-8: Search Bar Ribbon Commands

Table 4-2: Explanation of Search Bar Icons

Icon

Description

Search Bar: The Filter icon - allows you to add conditions to
the search.

Who is online?: Allows you to see which devices are currently
online.

Enroll: Allows you to enroll additional devices, according to
operating system: Android, Windows, MacOS/iOS, Chrome

Ad-hoc: Allows you to add a device for a one-time, ad-hoc remote
session using the Viso system

Refresh: Refreshes the devices displayed after any changes.

Columns: Allows you to select which data columns to display.

‘ B Groups ‘

Groups option: Allows you to group users, or search for existing
groups

We’ll go through these options briefly:
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4.2.1 Search Bar

In the Search Bar, you can search for a particular device, according to the Hardware 1D, the
Device Name, email address, assigned tags, or practically any of the criteria presently
displayed.

= Radi)( . ) i 2 qaprod

L] Devices o A Q Ha19s3Y x | $ + © @& C m |m|oGroups
Lo _ = . A S . " 5
0. = A HardwareID J Name Email o Agent version 0S5 version Policy-Kiosk = O First Register Lastseen
a - Hi # Eitan radis 250902981 2 Dec 22,2022, 241PM (O 0ct30,2 :
<y

o a arvi sient install ape:.. - (1) [ E
Figure 4-9: Searching for Device by Hardware ID

4.2.1.1 Filtering the Search Results
When you click on the Filter icon, a window opens which allows you to provide conditions
for your search.

= Radi)( S qaprod
o A - : ’ - I
0. = V¥ HardwarelD Name { Email { Agent version { 0S version Policy-Kiosk = |
0 = EBE 7 eliel 250902954 33 : | c * ®
=% & / cliel 250902981 29 3 B A H ‘
8 & HA / Eitan radi 250902981 29 H B New devices H ‘
o & e 7 canal+ elie 280803151 3 : | B 0demo-device
1 /7 radi 250902981 33 : B
& 2 / qaq 0 3 B 04.06
& / 250902976 30 H B 3004
= st / DUDI-QA-PC 100300119 $ B 1801
(] £J F1022) /' ama0-dudi-melech 260701642 25 : B 2023
20~ PO | B Edary
o % Device settings :enabl. - (1) [ E B First Group

Figure 4-10: Filter option

These conditions will further narrow down the devices or users displayed on the screen (but
will not apply to the entire population of devices):
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Devices = $ + o= ¢ ''m

0.

¢ Hardware D Conditions relation: @ ano OR X Saved filters

- abec 1 Tag is o

- KT € { App with version = Classroom B
App not installed

- 00! 12 = Classroom C - Dudi
Email

- an¢ 310 DLD
Model 0

- 2 Last seen SAVEFILTER m 9, Demo_2.10.2017

= o« Policy/Kiosk K1410WO9R0019 192168.5126 Nov 9, 2023, 2:24 PM
Available internal

™ 402 storage (in MB) 40220810000460 192168.431 Sep 17, 2023, 1:19 PM

i koe 7 test KO5TMW35L0172 192168.5.215 Sep 18, 2023, 9:58 AM

19821056 /s F1200W37V0006 192168.5166 Sep 10, 2023, 2:01PM

Figure 4-11: Filter pop-up window

You can use the filtering conditions by requiring that the devices that will appear fulfill all the
conditions (“AND”), or only one of the conditions (“OR”)

There are options to add conditions such as:

Tag: Tags are short descriptions that you can apply to certain devices, to make it
easier to group them together. You can also use tags to search for specific devices.
App with version: If you wish only to display devices that have a certain version of
an app.

App not installed: If you wish only to display devices that don’t have a certain app.
Email: where you search by the email of the user of the device.

Model: where you search by the model of the device.

Last seen: If you wish to display only devices that were in use in the past x days.
Policy/Kiosk: If you wish to display devices that have certain applications blocked or
unblocked.

Available internal storage (in MB)

OS version: If you wish to display devices with a certain version number of an
operating system.

Hardware ID

IMEI: If you wish to sort by International Mobile Equipment Identity number, which
is unique for every mobile device.

Name

Public IP

oS

If you want to view all of the devices again, you can undo the filtered search.

To remove the search filter:

1.

Click on the “Undo” icon (“Show all devices”) next to Filtered results: Quick
Search at the top of the search results.
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i
||
o

Hardware ID

19829019708980202308

198290195070c1611109

t9829099050145600810

Name J

/ samsung cvte

/My Samsung panel

/ smartvanilla board

Figure 4-12: Undoing a Search Filter

2. The Devices Console will now display all devices, and show the group being

displayed as Group: All.

Devices croup:an

O 0.= ¢

Hardware ID J

HA

65!

ZTE:

2f6

8C

HG

HG

Name J

Sony Android TV

S

My mediabox

S

/# TTTVBox

canal +

N

/' My device

traulux

S

DUDI-QA-PC

S

canal + BB66VE-

S

/"My device

4.2.1.2 Creating a New Filter
You can also create and save a new search filter, to narrow down the search results for future
searches as well.

To create a new filter.

1. Click on the Filter

Conditions relation:

Tag

@ anp

ADD CONDITION

Figure 4-13: Filter Options window

Tags =

W10 new

yehudap

1238 mydevices

test1  testd

racing1234

tasts

Localip

1921681541

1093148.26

192.168.553

Localip

192168.5.42

192168.5.224

192168.5.207

192168.5143

192168.5.201

192168.5.56

192168.5.205

192168.5.229

192168.5.96

192168.5.48

192168.5.87

1921681158

Last seen v

More actions

© Nov22, 2023, 11:30 ..

Nov 13, 2023, 9:15 PM

Mar 5, 2023, 2:52 PM

Last seen v

Nov 22, 2023, 5:53 PM

(© Nov 22,2023, 5:41PM

Nov 22, 2023, 5:24 PM

Nov 22,2023, 5:21PM

Nov 22, 2023, 5:16 PM

Nov 22, 2023, 512 PM

Nov 22, 2023, 5:10 PM

Nov 22, 2023, 4:53 PM

Nov 22, 2023, 4:30 PM

Nov 22, 2023, 3:59 PM

Nov 22, 2023, 3:28 PM

Nov 22,2023, 2:56 PM

Location

Location

32.02199/34.85957

32.02197/34.85958

32.022/34.85953

32.022/34.85955

32.02222/34.85943

32.0803/34.7805

32.022/34.85954

3219632/34.86156

Devices Console

Ip address

213.8193.11

77.2521584

213.8193.11

Ip addr

213.819

213.819

213.8.19

213.819

213.819

213.819

213.819

213.819

213.819

213.8.19

213.8.19

87.71.20

icon in the Search bar. The Filter Options window opens.

Saved filters

Class A

Classroom B

= Classroom C

<2 LD

¥ Demo 2102017

-Dudi i

DevicesGroupA H
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2. Supply the conditions of your search, as well as whether the search results must fulfill
all or the conditions (AND), or only one of them (OR).

- Saved filters
Condtionsraaton: () a0 @) om [ sewdfien |

Q s

Tag v s v yip (]
= ClassA

Tag ~ is ~ linortest i
= Classroom B

ADD CONDITION = Classroom C - Dudi

{? pLD

9, Demo_2.10.2017

SM@MER m = DevicesGroupA

3. Click Save Filter to save the search conditions. A Save Filter window pops up,
prompting you to supply a name for the filter. Use the Set as Private option if you
want the search option to only appear when you are using the Viso interface.

Save filter

Filter name required

Set as private

Select color @

Select icon @

coce. (D

4. Supply a name, color, and icon for your new filter, and click Save.

Save filter

YLP Filter

Set as private
Select color @

Selecticon %
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5. Enter the filter name in the Search bar under Saved Filters. The new filter will appear
in the search.

Saved filters

i YLP
Tag is yip

) YLP Filter
Tag is linortest

ADD CONDITION

4.2.2 Who is Online?

Clicking the “Who is Online” icon will list all the devices and users presently online.

Devices = + o Cc m | B Groups
& S
0. = A Serial number Name J Hardware ID J Local ip Last seen Location Sim E
- /' studentitest 13¢ s
- # student2 test2 1051 s
- /7 qaq 22 Nov 1, 2023, 4:41AM
- 7 idde Mar 31,2022, 12:03 P...
P 7 iddc Oct 17, 2021, 10:41 AM
- r id Oct 5. 2021, 12:59 PM

You can use this option together with a filter or a search string to narrow down the list.

4.2.3 Enroll

Clicking on the Enroll icon + will open a dialog box where you can enroll additional
devices: Android, Windows, Apple, or ChromeOS.

Devices = $ e I | A Groups
b 8 o]
0. = ~ Serial number Name Hardware ID J Local ip Lastseen J Location Sim E
- /' student!test 1366 B
- /' student2 test2 1051 5
- /# qaq 2 Nov 1. 2023, 4:41 AM

For example, if you click on the Android icon, you have the option of enrolling an Android
device using a QR code, by downloading an Android agent, or using Google EMM (Android
for Work).
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Enroll X

CLOSE

Selecting one of the options will display detailed instructions to enroll the device.

Enroll X

service file also known as SCManager

Please download our service file detector
& Download

Run it on your device to find the relevant one for you
The relevant download is available here

or

After the device is enrolled
* Open the agent on the device
0On the upper right side click the 3 dots
Click on settings
Click on find SCManager
If there is one, it will search, download and install
Restart the device
Your device should have system-level permissions enabling low-level device management
capabilities

In case the service file is not found, the device can be managed but in a high-level
device management capabilities (limited)

* SCManager is not required for Samsung mobile devices using KNOX
If you can't find the relevant SCManager for your device, please contact us at viso_support@radix-
int.com

CLOSE

4.2.4 Ad-hoc Session

This icon opens a dialog box where you can enter a token ID for a one-time remote session
with a device.

Ad-hoc session X

Add a device for one-time remote session

Enter the token ID from the remote device
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4.2.5 Refresh

Devices Console

Clicking on the Refresh icon will refresh the display of which devices are online at

present.

Radix

LH Devices =
Lo — - A ; = o —
0. = I HardwarelD 5 Name 3 Policy-Kiosk = Tags = Local ip
9 a e # SonyAncioia v o288 224
- - e # TTTVBax v 192168.5143
g - BF rd L 192168 590
- / - 192168.5.201
- 8¢ ya e s tagl tegd 192.168.5148
- m / canal+ - 192168556
- Hi # yehuda e yehudep  ypip 10.0.0.4
- H 7 "My device - 1921681158
- ecd # YTIOW oNoN widary 192.168.5.236
& HA # Mike TABLET - 192168118
L] - /s [ - 10,0794
- oL # AndroidTV- Mike new  demo-device  mike 192.168.5.209

4.2.6 Selecting Columns Option

Last seen v Location

Nov 28, 2023, &:56 PM 32.02204/34 85964

Nov 28, 2023, 6:52 PM

Nov 28, 2023, 4:48 P 32.02211/34 85984

Nav 28, 2023, &:45 PM

Nov 28, 2023, 620 PM  32.02197/34 B5954

Nov 28, 2023, 5:58 PM  32.02206/34.85967

Nov 28, 2023, 5:43PM  31.82329/3519255

Nov 28, 2023, 5:32PM  32.19631/34.8616

Nov 28, 2023, 5:25 PM  32.02182/34 85952

Nov 28,2023, 5:11PM  32.01821/34.84317

Nov 28, 2023, 5:02 PM

Nov 28, 2023, 3:41PM  32.0224/34.85976

&

S qaProa

m Groups

sim

In Viso 2.0, we have added an option to display many more columns that display device
information. For example, you can choose to display columns that show you the device’s
operating system, the device’s Hardware ID, the device’s serial number, the username, the

device’s IP address, and much more.

In the Radix Device Management screen, there is an option to select which columns should

be displayed, by clicking on the Columns icon i
Commands Console and Users Console as well.)

= Radiy 2.

Devices L + 1 Y ¥ | B Groups

oc-- oo -1 I 7 >

Figure 4-14: Columns icon

. (The Columns icon is available in the
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Devices Console

= Radiy 2 o

5 Danbos Devices v # C m [momups

> >

Figure 4-15: Column Display Options

4.2.6.1 Columns Sort Options
There are two options to sort the device information on a particular column. There is an
option to sort alphabetically, or by means of a filter.

4.2.6.1.1 Alphabetical Sort

If the column has an alphabetical list icon * , clicking on it will allow sorting the
information in either alphabetical ascending or descending order.

If there are more columns than can be displayed at once, the Device Console has a sliding bar
which allows you to view other columns.

4.2.6.1.2 Sort by Filter

If the column has a filter icon = next to the column name, clicking on it will allow you to
filter the device information by the options in that column. For example, clicking on the filter
icon in the Operating System column will allow you to sort devices by their operating system.

Dashboard Devices eitan ] + <o) (¢] m

.U:l Devices o
0. = v HardwarelD J Serial number Name J Local ip Last seen
a Commands <P HA1 7/ eit [ 1921681137 Oct 1, 2C
N Ny eltan golan N N ct1,
[ Android - Y g
&% Users ca HA1 7 Lenovo 9 black GQ 192.168.5.37 Oct 29,2
[ Windows =
E Repositories 3Y HATS /' Eitan 192168.5.42 @® Nov5,2
i [J ChromeOS \’-) |
a Account settings Items per page: 20 1-30f3
O ios 3
[0 MacOs o

o & nstaizcru-z(visz) .. -() [
Figure 4-16. Filtering Devices by Operating System

Other columns with the Filter icon include the Agent version, Policy-Kiosk, and Tags
columns.
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4.2.7 Grouping Devices

You also can group devices together in a folder, using the Groups icon. This lets you apply actions to
many devices at once. For example, you can send a text message or alert to an entire fleet of devices
after placing them together in a group. You can create a group, and filter them by application, by
device type, or operating system. You can also apply tags to specific devices in a group and perform
actions just on the devices with that tag.

To create a group of devices:

1. Click on the Groups icon in the Search Bar. The Groups window opens.

: qaProd
X
¢ + o ¢ m I3 Groups
Sim Email J
radixbett12e c + o
B Al
r 1-10f1

B3 New devices
I3 0 demo-device
B 1

B 04.06

B 3004

Note the “All” group at the top of the list. Selecting this group will allow you to perform actions on all
the devices listed.

The Groups window has the following options:

Table 4-3: Groups Window Options

Icon Description
Search group by name
C Refresh the list of groups
+ Add a new group
o Information about the Groups option

2. Click on the Add a new group * icon. The Create new group window opens.
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Create new group X

- -

3. Supply a Group name and Group description.

Create new group X

Old Devices

Devices from 2015|

4. Click on the Tags icon ™, and add a tag name in the Add tag window.
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Create new group X

Add tag. then press enter

I\ old_devices

\_/

®

5. Click on the Packages icon = , and click on Add Packages.
The Packages window opens.

6. Select the software packages that you would like to add to the devices in your group
and click Add.

Create new group c X

Spotify: Music and Podcasts /
|i| V102763654 ]

[ ]
com.spotify.music
CANAL+, Live and catch-up TV /
— - _
= iy V.450010386 B
com.canal.android.canal
= GeoGebra Graphing Calculator / V.6320 I |
W org.geogebra.android il w
@ Current version Other version Package not installed

ADD PACKAGES
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To add devices to a group:

Radi)

7. Click Save. The new group will now appear in the list of groups.

1. In the Device Console, select devices that you want to add to a group, by clicking on
the checkboxes of those devices.

— : A % ®
= a Prod
= RadiX o | o wtton | b & =
L Devices = v =3 W | B Groups
Lo [-] 0. = 2 HardwarelD Name % Policy-Kiosk = 2 Tags = Local ip Last seen ~ Location Ip
L - e # studontitas
- - 105172734352770805538 7 student2 test2
a8 a P ’ st Fob1.2015. 404 PM  3185586/34.73677 2
o a - 8 s bart Feb1,2015.4:04 PM  3185565/34.73877 12
a - o ’ D & &= Fob 15,2015, 119 PM  32.06347/34.64634 12
=
q, - 20 ' [+ rbp policy nass Feb 22. 2015. 9:41AM 2
- 4 p o AP potcy S May 6, 2015, 142 AM 32.02099/3464193 "
- s p o AEPpolicy - = = My 15, 2015, 5:41 i "
- 3 # motaral. May 28, 2015.12:30 12
R p 0n30.2016. 71244 3202103/34 8615 @
- ’ e = 12,2016, 7204 P @
- s ooan Jul 2, 2015, 1:44 PM 62
Figure 4-17. Selecting devices to be included in a group
2. Open the Tags option, either from the More actions icon in the Device Console
. . ,
Ribbon, or from the devices’ kebab menu.
Radix & = @ A dh 2 qapro
Installpackage | Advancedmessage  Devica settings Policles workfiow Mord actions
Devices = W | B Groups
= ] e | D Sroues |
Enable apps ExporttoCSV ~ Firmwe are update
[-] 0. = % HardwarelD 5 Name 2 Policy-Kiosk = 5 Tags = Ip
= 2 b
- 13 # studentitest
sk Managors otries
& 1051 # student? test2 .
% > 2
a o ’ et o Remotescuts "oV Googheaccounts 2
a = ® ’ vt = o 0 12
L. , S — ot Schedulc & triggers Sondties "
o
a - 2 s [+ rbp policy nass (=] (U] b0 ] 2
P— swtdonn Smarrocovary
L s [+ AEP policy hardy_asus_10 12
*
B
- % /s [+ AEP policy gradel  fondon  nerway &2 L o "
Sound siren "y Unintat packages
- B: 7 metorsla . 2
- oo 4 VPP install / uninstall Wake on | 62
- % r 3180 tims JUl'Z 2075, 1204 PM &2
- ed ra dddd Jul 2. 2015, 1:44 PM 62

Figure 4-18: Assigning a tag to the selected devices

3. Add the tag that distinguishes the new group to these selected devices and click

Confirm. (In our example, the tag is old_devices.)
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Tags X

Add or remove tags from selected devices

Add tag. then press enter ~
[ old_devices )
AN S

11233 O boy & class1 & School-a & bett &

Figure 4-19: Assigning a tag to several devices

4. When you look at the group in the Groups window, these devices with the
old_devices tag will now appear in the group.

. x
Devices croup: 0id Devices = = ] + (] [¢] m

0. = 2 HardwarelD J MName 7 Policy-Kiosk = 2 Tags = Localip Last seen ~ Location old devices
- ’ SR Feb1,2015, 504 PM  3188865/34 | c + @O
L L s bett  old_devices Feb1.2015.4:04 PM  31BS5565/34. | B 0id Davices
TE by clest
- o / Feb 15,2015, 119 PM  32.05347/34
ola_sevices  Senasi-s
- 20 / ©+ rbp policy M o_devicms Feb 22,2015, 9:41AM

Figure 4-20: Display of devices in the specified group Old Devices
To manage a group:

1. Click on the Actions kebab menu next to the Group name. The Commands window
opens.

B3 Groups *

) old devices b

C +

3 0ld Devices

Figure 4-21: Actions menu button
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-

/7

Group management

=)

Advanced messaging

*

Change agent password

o

Device settings

8

Export to CSV

Install package

Delete

AFW install / uninstall

Clear apps data

8]

Disable apps

+

Firmware update

Kiosk

Figure 4-22: Actions menu

[

Apple custom command

0

Dep Apple profile

Enable apps

Group dashboard

Manage users

Radi)

2. To perform modifications to the group, click on the Group management tile. An
Edit Group window opens, with the same functions as the Add New Group window.

Edit group 'Old Devices’

Old Devices

Devices from 2015

Figure 4-23: "Edit Group" Window

c X

3. To delete a group, click on the Delete tile in the Commands window. You will be
prompted if you are certain that you want to delete the group.

Delete item

Are you sure you want to delete 'Test Group'?
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4.3 Device Dashboard

If you would like to manage and view a single device, click on that device in the Devices
Console list. A window opens which displays the Device Dashboard in three panes:

Eitan
- i o
- Device state Connected (non interactive) (] Q Search > C
O Terminal ©
N - Android Device Data Sheet / V.1
Storage Memory (MB) .0nyx roiddevicedatasheet
— Repositories actions =]
B = @, Assistant/V.52
% saszcs . 24408 $  com.google.android.apps.o
s Used W Used e reper i . Schedule & trigger command (<]
- 92.06' 56.05' 3 > bamboopapert :
available availabl
out of out of n Bing wallpapers / V.27267601
102.45GB 55568 jaall com.micrasoft.bing wallpape
[
= ouk ows
Battery status Speed test (] [ Cotentar /v.2017248202 Lock &
P ) Sl
[ ] votab.car
! 26% ' 0 @ Crrome/Vundefned =
@ Daw %, Clock /V.76002094

4.3.1 Left Pane Icons-- Device Status Information

This pane gives you information about a device’s status and performance, such as CPU
(%)/Temperature, Memory/Swap Memory available, Wi-Fi signal strength, storage space,
battery level, etc. You can check the internet speed on the device and diagnose any problems.
There’s even an option to view HDMI resolution and frames per second, to diagnose any
problems the user is having with the graphics on their device.

-
- Device state Connected (non interactive) Cc
=
Storage Memory (MB)
-
9.49 GB 2.39GB
E Used ~ Used
90.74% 56.82%
available available
E out of out of
102.45 GB 5.55GB
=
o
Battery status Speed test C
0
Mbps
@ Download

Figure 4-24: Device Status Pane

This table describes the icons on the left of the pane:
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Table 4-4: Device Status Icons

Icon

Description

General Information tab, displaying the device’s storage space, memory
usage, battery status, etc.

Device Information tab, giving information about the device’s connectivity,
model, interface language, etc.

Device Properties tab, telling you the name of the device and its
hardware configuration

Device’s File System tab, displaying the folders and files on the device

Device Storage Stats tab, displaying how the storage space is distributed
on the device

Device Network System tab, showing whether the device has Internet
connectivity, as well as its DHCP information, MAC address, and more.
This contains information that is important for IT and support teams.

The last four tabs (Device Properties, Device’s File System, Device Storage Stats, and Device
Network System) also have the following icons and functions:

Icon

Description

Search bar to look for package
information

E; Export to CSV: Option to export the
data displayed into a csv file, to work
with the data offline

Expand icon for further information
about an app

4.3.2 Center Pane lcons—App Management

The center pane shows all the applications presently installed on a particular device, as well
as statistics such as usage time.

r h AB Friends / V.298621

Adobe Acrobat / V1928127746

' Android Device Data Sheet / V.1

@, Assistant/V.52

_,Z‘g Bamboo Paper / V.21140302
4

n Bing wallpapers / V.27267601
o

B Calculator / V.84100198

: Calendar / V.2017270098

o] Camera /V.5003234

Figure 4-25: App Management Pane
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Table 4-5: Apps Management Icons

Icon | Description

Installed: General list of all apps installed on a device, with menu for each
app that allows you start/stop/uninstall/etc. the app remotely

Usage: Amount of time of usage of each app

Advanced stats: Allows you to view the app size, app data size, and
cache size of an app. Clicking on one of the apps will copy the package
name to the clipboard. There are three icons at the tops of the Advanced
stats

By clicking on the kebab menu next to an app, you have the options of starting or stopping
the app, enabling/disabling the app, or even uninstalling it.

4 u
Start app Stop app C
®e -
: Enable app Disable app @
' Ant
e []
@. Ass

Clear app data Uninstall app

7 Bamboo Paper/V.21140302
%

n Bing wallpapers / V.27267601
&)

E Calculator / V.84100198

E Calendar / V.2017259282
Camera /V.5003234
(o]

E CamScanner / V.65002

Figure 4-26: Application Management Menu

Take note of the Clear app data option. This is a useful feature, where you can assist the user
in fixing any issues they may have with an application. It effectively resets and repairs the
application by wiping its history. The user can then start the app afresh, without any of the
previous baggage that may have caused it to crash.

When you click on the Advanced Stats icon — , there are three further options:

Icon Description
Search bar: To search through the apps by package name

E Export to CSV: To export the app usage statistics to a CSV

file

E] Expand: To view the usage statistics in an expanded
window.

4.3.3 Right Pane Options—Device Actions
The right pane of the Device Dashboard has a list of actions, which allow you to engage with
a customer and work on their device remotely.
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Table 4-6: Device Actions Icons

Icon Description
(=] Remote
<> Terminal

Repositories actions
Schedule & trigger command

Send message
Location

Lock

Power
Manage

iclh O WA D

We’ll briefly go through the Device Actions options:

4.3.3.1 Remote:

As explained in Section 4.1.1, this allows you to interact with the user’s device remotely. This
action is discussed at length in Appendix A, Section 10.1.21.

> C [y o e = e e e = ¥
@ Radix Viso MDM - Google Chrome - (m] X I B
Rad & visomdm.com/index.html#/remote?wrc="false&id=HA195F3Y&url=wss:%2F%2Fkarma-ws.glbth.com l qaPral
Eitan (HA" I .
l“ % 5 ‘ I
o — J
- Dev Iy .'% 2
[T o A ]
. S ITMON/NOY 13 =,
T "”4 4 -

~

Figure 4-27: Viewing a User's Device Remotely

4.3.3.2 Live Terminal

This opens a fully featured, live terminal with an ADB (=Android Debug Bridge) shell
connection. This allows you to remotely debug an issue with a device, as well as download a
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log of commands to the device and run exec scripts remotely.

Terminal (Eitan HA195F3Y) L 2o

CLOSE

There are also two icons in the upper right:

Icon Description
J; Get log—Allows you to download a log of command-line commands to
il . . .
be able to work on the device while offline
20 Enable run as system—Allows you to change permissions.
When you enable this feature, the icon will turn green. Another click will
disable this feature, and the icon will turn gray again.

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85

11-85 16: 5 765 765
11-85 16: 765 765
11-85 g - 765 765
11-85 H . 765 765
11-85 16: 765 765
11-85 16: B 765 765
11-85 16: 765 765
11-85 g .312 32211 32211
permissive=8

11-85 16:19:20. 32211 32211 : type=140@ audit(@.0:67761): avc: denied { read } for scontext=u:r:system_ app:s@ tcontext=u:r:hwservicemanager:s@ tclass=file
ermissive=@

51-65 16:19:20. 32211 32211 : type=140@ audit(®.0:67762): avc: denied { read } for scontext=u:r:system_app:s@ tcontext=u:r:vndservicemanager:s® tclass=file
permissive=@

11-85 16:19:20. 32211 32211 : type=140@ audit(@.0:67763): avc: denied { read } for scontext=u:r:system app:s@ tcontext=u:r:hal_keymaster gti:s@ tclass=Ffile
permissive=0

11-85 16:19:28. 32211 32211 : type=140@ audit(@.8:67764): avc: denied { read } for scontext=u:r:system_app:s@ tcontext=u:r:hal_gseecom_default:s@ tclass=file
permissive=8

11-85 16:19:20 3135 4755 D ApplicationPackageManager: hasSystemFeatrue android.software.leanback com.viso.mdm

11-85 16:19:22. 2424 29146 E TcpProberController: [TcpProberDeviceController-1] TcpProberDeviceController 1 timed out.

ThermalHAL-TARGET: Entering get_temperatures
ThermalHAL-UTIL: Entering get_temperature_for_all
ThermalHAL-UTIL: Entering read_temperature
chatty : uid=1888(system) thermal@l.@-ser identical 9 lines
ThermalHAL-UTIL: Entering read_temperature
android.hardware.thermal@l.@-impl: getCoolingDevices is not implemented in Thermal HAL.
ThermalHAL: Entering get_cpu_usages

IL: Entering get_num_cpus

ntering get_cpu_usages
ThermalHAL-UTIL: Entering get_num_cpus
ThermalHAL-UTIL: Entering get_cpu_label
ThermalHAL-UTIL: Entering get_num_cpus
ThermalHAL-UTIL: Entering get_cpu_label
ThermalHAL-UTIL: Entering get_num _cpus
ThermalHAL-UTIL: Entering get_cpu_label
ThermalHAL-UTIL: Entering get_num_cpus
ThermalHAL-UTIL: Entering get_cpu_label
ThermalHAL-UTIL: Entering get_num_cpus
ThermalHAL-UTIL: Entering get_cpu label
ThermalHAL-UTIL: Entering get_num_cpus
ThermalHAL-UTIL: Entering get_cpu_label
ThermalHAL-UTIL: Entering get_num_cpus
ThermalHAL-UTIL: Entering get_cpu_label
ThermalHAl IL: Entering get_num_cpus
ThermalHAL-UTIL: Entering get_cpu_label
ThermalHAL-UTIL: Entering get_num_cpus
top : type=140@ audit(@.@:6776@): avc: denied { read } for scontext=u:r:system app:s@ tcontext=u:r:servicemanager:s@ tclass=file

£000U0U0UUDUDUDUUDUDUDUOHOHDOO

Note: The Remote and Terminal can be used only on a single device at a time.

The following actions in the right pane of the Device Dashboard can be performed on several
devices at once:
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4.3.3.3 Repository actions
These are series of commands that can be prepared in advance and stored on the Viso user

interface. You can then apply them to any device in the system. Clicking on the Repository
actions icon opens a drop-down menu:

Table 4-7: Repository Actions Icons

Icon Description

Install Packages: Allows you to create an installation package and
install apps remotely, as explained in Appendix A, Section 10.1.15.

Policies: This allows you to black-list applications that have security
issues, or to white-list and allow certain applications that are installed on
devices. For more details, see Appendix A, Section 10.1.20.

Kiosk: This creates a whitelist of specific applications that you want
applied to a device. This is good for a store display or hotel room, where
you want to only use certain apps. For more details, see Appendix A,
Section 10.1.16.

Advanced Messaging—This allows you to interact with users using an
engaging message that can contain text, sound, or images. For more
details, see Appendix A, Section 10.1.1.

Device Settings: This allows you to apply different settings to the
device. For more details, see Appendix A, Section 10.1.8.

Remote Execute: This allows you to execute commands on a device
remotely. For more details, see Appendix A, Section 10.1.22.

Files—This allows you to upload files to a device. For more details, see
Appendix A, Section 10.1.26.

OTA— This enables an Android device to receive and install updates to
its operating system or apps. For more details, see Appendix A, Section
10.1.19.

Workflow: This option allows you to batch commands and trigger them,
to automate processes. In Viso 2.0, you can also create a Favorites
menu, as well as move commands between different workflow stages
during setup. For more details, see Appendix A, Section 10.1.36.

d Yo Vg [

4.3.3.4 Schedule & trigger command

This allows you to trigger any type of command from within the Device Dashboard. You can
also create a Favorites menu of commands to be executed. For more details, see Appendix A,
Section 10.1.25.

4.3.3.5 Send Message
This allows you to send a text message to the user on their device. For more details, see
Appendix A, Section 10.1.27.

4.3.3.6 Location
This allows you to see the geographical location of the device, according to Google
Information Services.
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By clicking on the Location History icon Q9 , you can see where the device has been over a
range of dates:

Device location history

By C
g 0
) 2023-10-14 22:08 2023-11-13 21:08 N
i.
ISLJ:
!'11
o i .' '"'“1\":_ Pl}“. \ , "M Ml a58
'.'.I IlII Il'll_'__,.»-' _'—\.\_\‘
4.3.3.7 Lock

When you click on the Lock option in the right-hand pane of the Device Dashboard, you’ll
see the following options to lock/unlock a device, as well as set its password, or even wipe
the device to restore it to factory settings.

Table 4-8: Lock/Unlock Device Options

Icon

6
%

Description
Lock: This locks the device so that the user
cannot change any of the settings

Unlock: This unlocks the device, to enable the
user to change settings

Get Password: This allows you to retrieve the
device’s password, in the event that the user
forgot the password.
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Q

Siren: Makes the device sound off an alarm

D,

Wipe: Restores the device to factory settings

4.3.3.8 Power management
Clicking on the Power icon allows you to restart, shut down, or wake up a device.

Table 4-9: Power Management Options

o

con

Description

Restart—Allows you to restart a device remotely. See Appendix A,
Section 10.1.24 for more information.

Shutdown—Allows you to shut down a device remotely. See
Appendix A, Section 10.1.28 for more information.

e c

Wake-on-LAN—AIllows you to wake up or turn on a device by
means of a network trigger. See Appendix A, Section 10.1.35 for
more information.

4.3.3.9 Manage

The Manage icon allows you to perform actions on user accounts, such as to change a device

name, a password, or to change settings.

Table 4-10: Manage Device Options

Icon

Description

Remove—Allows you to remove a device from the Viso list

Rename—Allows you to rename your device.

Tags—Allows you to add or remove tags from a device. Tags make
it easier to group similar devices together. See Appendix A, Section
10.1.31 for more details.

Change Agent Password—Allows you to change the password on
the device remotely. See Appendix A, Section 10.1.4 for more
details.

Reset Authentication Token—This resets the authentication token
for a device. It may be necessary when you see a warning icon next
to a device listed. See Section 4.1.8 for more details.

bo ¥ €N W

Remove Google Accounts—This lets you remove one or all
Google accounts from a device. See Appendix A, Section 10.1.23
for more details.

Manage Users—This allows you to create or remove a Viso user.
See Appendix A, Section 10.1.17 for more details.

Screen Settings—This allows you to adjust the volume and
brightness settings on a device.

)

Firmware Update—Allows you to update the firmware on the
device. See Appendix A, Section 10.1.12 for more details.
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5 Commands Console

The Commands console allows you to look at the status of all or some of the commands
executed on a particular device. Also, you can view the execution of a particular command on
a group of devices.

5.1 Command Search Options

You can search for commands either by:

Commands Console

The description of the command, as displayed in the Description column,
The Device ID,
The type of command, (from the list of command options), or
The trigger name.

C Commands

Type &

Ad-Hoc
@ Ad-Hoc
@ Ad-Hoc
@ Ad-Hoc
@ Ad-Hoc
9 Ad-Hoc
Ad-Hoc
9 Ad-Hoc
Ad-Hoc

Ad-Hoc

Description o

Restart the device

Remate execute : Start App - ‘com.aliba.

Install: X-plore File Manager ( V4.32.00)

Restart the device

Popup message: 1

Advanced Messaging : Hamlet Message

Advanced Messaging : Hamlet Message

Install : AdobeReader-armé4-va-relea..

Device settings : prueba autopower new...

Device settings : prueba autopower new...

Description
| 3

")

Device ID
Command type

Trigger name
Install package
Restart

Send message
Advanced messaging
Advanced messaging
Install package
Device settings

Device settings

Figure 5-1: Various search criteria for commands

Group o

owner

(o]
Creation time v Total &
Nov 12, 2023, 5:32:43 PM 1
Nov 12, 2023, 5:32:38 PM 1
Nov 12, 2023, 5:29:37 PM 1
Nov 12, 2023, 5:29:25 PM 1

Nov 12, 2023, 5:29:15 PM 1

Naov 12, 2023, 42718 PM 1

Nov 12, 2023, 4:24:40 PM 1

MNov 12, 2023, 3:50:34 PM 1

MNaov 12, 2023, 1:50:09 PM 1

MNov 12, 2023, 1:49:44 PM 1

B C m

Success Failure C Pending Recentevent

1 ] 0 Nov 12, 2023, 5:32:
1 ] 0 Nov 12, 2023, 5:32:
0 1 o Nov 12, 2023, 5:29:
1 0 0 Nov 12, 2023, 5:29:
1 o o Nov 12, 2023, 5:29:
0 0 1 Nov 12, 2023, 4.27.
) 1 0 Nov 12, 2023, 4:24:
2 ] 0 Nov 12, 2023, 3:51:
1 ] 0 Naov 12, 2023, 150
1 ] 0 Nov 12, 2023, 1:49:

5.2 Viewing the Status of a Particular Command

You can select a particular command by checking the command’s checkbox in the far-left
column. By clicking on the selected row, you can then view the command status: whether it
was executed successfully, unsuccessfully, or is still pending.

Command status ( Geofencing - travelt-hemed)

Q. search device by ID

A

4C

40

4C

x86

x86 |

Figure 5-2

Status filter: All v

Time v

Mar 30, 2016, 3:31:16 PM

Mar 30, 2016, 3:31:14 PM

Mar 29, 2016, 4:47:23 PM

Mar 29, 2016, 4:46:43 PM

Mar 29, 2016, 4:18:55 PM

Mar 29, 2016, 2:39:04 PM

Mar 29, 2016, 2:38:58 PM

Items per page:

. Command status of a "Successful" command

10

& Cc
Status
(®) Geofence executed [EXIT] More info v
% Command ready
(®) Geofence executed [EXIT] More info v
® Geofence executed [ENTER]  More info v
(®) Geofence executed [EXIT] More info v

® Geofence executed [EXIT] More info v

1% Command ready

> 1-10 of 19

5 0

Ready Pending

100% 0%
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If you send a command to an entire fleet of devices, the Command Status Pane will display
all the devices which have received the command. If you wish to filter the results, you can
filter the results by the Status filter:

e All: Displays the status of all commands sent to the device: when they were sent,
when they were executed, etc.

e Sent: Displays only commands that were sent to the device.

e Pending: Displays commands that were sent to a device that was offline and are
waiting to be executed.

e Executed: Displays only the commands that were executed successfully.

e Failed: Displays commands that failed to execute.

e Step done: In an instance where a sequence of commands was to be performed in a
workflow, displays the steps that were executed successfully.

e Step failed: In an instance where a sequence of commands was to be performed in a
workflow, displays the steps that failed to execute.

e Ready: Lists commands that are ready to be executed.
e Updated: Provides an updated list of commands to be executed.

Command status ( Sschedule - Restart - Restart) X
[ Status filter: All ] B c Go

Sent

Eitan (HA Nov ¥y Command ready 1
Pending

Devices

Eitan (HA® Nov| Executed <] Command sent
Failed
Step done 1 0

Ready Pending

Step failed tloo% O%

Ready

Figure 5-3: Command status window--Status Filter

The Command Status Window also allows you to view commands either by the device to
which they were sent, or by the time of the command. This is very useful when sending a
series of commands to a fleet of devices.

There are three icons to the right of the Status filter bar:

Icon Description
E* Export to CSV: To export the search results in a CSV Excel file

C Refresh: To refresh the list of commands

EL List by device/ List by Time: To display the commands by device,
= or by the time when they were sent.

You can toggle the display between listing the commands by the device to which they were
sent, or by the time when the command was sent:
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Command status ( Ad-Hoc - Restart the device) x
Status filter: All E c =
J‘l
o Time v Status.
itan (HA 0ct 30,2023 9.00:41PM ) Command executed
Eitan [ Qct 30,2023, 9.00:41 PM <1 Command sent

e 12 |2
100% 0% 0%

CLOSE

Figure 5-4: Commands listed by device

Command status ( Ad-Hoc - Restart the device)

List by time

5

Q Search device by ID [ 3 Cc %
ID v Success Failure
HA 1 o
ltems perpage: 10 1-10f1 1< < > >l

1 0 0

Success Failed Pending

100% 0% 0%

Figure 5-5: Commands listed by time sent

5.3 Executing Commands from the Commands Console

By clicking on the command’s kebab menu in the far-right column of the Commands Console
you’ll see options to start, stop, edit, resend, or delete this command.

arc

Commands 2command Device ID v ‘ % HA195F3Y Q ‘ [] [ C m
ﬂ Type o Description Command Group Owner J Creatio
e o e
@ Ad-Hoc Wake on lan
a Ad-Hoc Shutdown device
2N « []
% Ad-Hoc Popup message: hi there ; Can | bother .. Resend command to failed
Resend command devices Delete command
a Ad-Hoc Send "nunn" files send nies agmin@qa Nov 2, 2/
—
‘ Items per page: 20 - 1-200f98 | 4 14 ) )l

Figure 5-6: Options to start, stop, resend, or delete command

5.4 Use of the Persist Command for Groups

If you are performing commands on a group of devices, you will also have the Persist
command. Persistence means that all the commands that are applied to the devices in a
group, will be applied to any devices that will be added to the group in the future.

To employ persistence on a group:
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1. Find the desired group in the Commands list and click on the group’s kebab menu.

@ Ad-Hoc Device settings : Screen configuration S, Device settings admin@qa Nov 2, 2023, 2:43:10 PM 1 0 1 0 Nov2 2023 3:44

u Ad-Hoc Send message New devices Nov 6, 2023, 10:06:52 AM 260 34 1] 226 Nov 8, 2023, 41164 '}y,.‘
A

@ Ad-Hoc Send files Nov 2, 2023, 1:20:04 PM 1 0 1 0 Nov2 2023, 1:20:0

% Ad-Hoc settings : wallpaper 12.05 Device settings admingqa Nov 6, 2023, 11:09:31 AM 1 1 0 0 Nové, 2023 1:09:

% Ad-Hoc Workfiow : Eldar_test Workflow admin@qa Nov 2. 2023, 2:57:10 PM 1 0 1] 1 Mov 2. 2023, 3:46:4

The Commands options grid opens.
2. Select Persist.

XN - [ ]
Resend command to failed
Resend command devices Delete command

>

Persist
You’ll be prompted if you want to employ persistence.

Persist

Are you sure you want to make command persistent?

3. After you click Yes, the command type will appear in green.

Ad-Hoc Device settings : Screen configuration S, Device settings admin@qa Nov 2, 2023, 2:43:10 PM 1 0 1 0 Nov2.2023 3:461¢

@ Ad-Hoc Popup message: Hi Send message New devices admin@ga Nov 6, 2023, 10:06:52 AM 260 34 ] 226 Nov 8, 2023, 4:16:4

4. If for some reason you wish to disable persistence, select a group with persistence,
and select Stop persistence from its kebab menu.

N - B

Resend command to failed

devices Delete command

Resend command

Stop persistence
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6 Users Console (for Users with
Administrator Status Only)

Clicking on the Users icon will display a list of the current users in the system, as well as
their email address, level of authorization (user or admin status), and more.

= Radi) 2 carros
28 Dashboard Users Q Search + C m
[0 Devices

Type Username ~ Email Authori...

o Commands

: oldtv@qa yarin user
- Msers
s 2 oren6611@ga orer | user
Repositories .
B P 2 orenB9@ga oren . admin
* Account settings 3 oren@qa oren admin
2 promethean@qga nac user
o create user:a - (1) 1|

Figure 6-1: List of Users, as displayed in the User Console
There is a search bar that allows you to search for a particular user by name.

Users Q yehudd x + c m

Type Username ~ Email Authority Tags Status Language

a
c
&

6.1 Viewing a User’s Profile

Clicking on the row of a particular user will display the following User Profile screen:
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User profile

eitan@
B English (US)

Admin

[ CHANGE USER PASSWORD

[ CHANGE USER PERMISSIONS

Figure 6-2: User Profile screen

It will display the following information:

e Username in the Viso system
e User’s contact name

e User’s email address

e User’s interface language

e User type (Administrator or regular user)

e A field to add tags to the user, to assist in grouping devices
e An option to change the user’s password

e An option to change the user’s permissions.

6.2 Changing the User’s Interface Language

You can use the User Profile window to change the user’s interface language.
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User profile

English (US)

([}
3
®

catala

EE
i3
S

BB Francais

Figure 6-3: Selecting the interface language

|: n

Users Console (for Users with Administrator Status Only)

This is convenient for managing many devices, for users who are comfortable in different

languages.

6.3 Granting Administrator Privileges to a User

If a person has only User status, the Users Console will not appear in their Overview

Dashboard:

= Radix
28 Dashboard Devices ¢
[0 Devices _ . A

0. = ~ HardwarelD Name 2
® commands .

- 704 # My minix

B Repositories & 1A /' linorqa radix 1

@ Account settings

L]
3 vehuda Posnick

= L] + e C | B Groups
Email 2 Last seen Policy-Kiosk = . T
meetingr Jul 17, 2023, 6:00 PM
linore Aug 22, 2023, 5:12 PM

If the user’s status is changed to Administrator, the Users Console will appear again:

= Radi)X
=& Dashboard Devices croup:a
[0 Devices
0. = ~ HardwarelD 5 Name 2
®  Ccommands - 2 Myminix
- Users (5] 10044 # linorga radix 1

B repositories

¥  Account settings

6.4 User Permissions

8 vehudaPosnick

= ) + e a i | B Groups
Email 3 Lastseen & Policy-Kiosk = % T
meetii Jul 17, 2023, &:00 PM

Aug 22. 2023. 512 PM

If you click on Change User Permissions, you’ll see a full list of permissions that may be

granted:
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User permissions

All

ow all

Telemetry

Device settings
Remote view
Remote control
Power manage
Packages install
Packages manage

Device location

Advanced messaging

Remote execute
Device list manage
Fota install

Fota view

Billing

Account config
Device lock
Device wipe

Policies/Kiosks

CANCEL

Figure 6-4: List of User permissions that can be granted

6.5 Deleting a User

Radi

Clicking on the kebab menu in the far-right column will allow you to delete the user;

L] Users

Type

Username ~

oot

Figure 6-5: Option to delete a user
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/ Repositories Console

In the Repositories Console, you can create and/or store software packages, scripts, device
settings, workflows of commands, and more. Once these repositories are stored in the Viso
system, they can be accessed and applied to selected devices elsewhere in the Viso interface.

When you select the Repositories icon in the Viso Dashboard, the grid of Repository options

is displayed.

5% Dashboard Devices
[0 Devices -
Packag Policies
@ command a
Advance; d A
2% Users messaging
B Repositories
i Files
o
% Account setting 0
Dep Apple profile

o @ createuser:a - (1)

Figure 7-1: Repositories Options

HA195F3Y ] - @ C W | 8 Groups

Hardware ID Name o Email J Last seen o Location

ct 31,2023, &:41PM

Here is a brief summary of the Repository options:

Table 7-1: Repository Console Options

= Allows you to upload software packages into the Viso
Packages interface. These packages can be installed using the
Install Packages command, that we’ll see in Appendix A,
Section 10.1.15.
Q Allows you to create a software policy, blocking certain
Policies apps that may have security or performance issues. These
policies can be applied to devices, using the Policies
command. See Appendix A, Section 10.1.20.
Allows you to create a limited set of apps to be used on a
Kiosk device, so that the device functions only as a display in a
kiosk. See also Kiosk in Appendix A, Section 10.1.16, on
how to apply a Kiosk option to a device.
=} Allows you to create a text message with an image, a
Advanced sound file, a YouTube video, or even an interactive HTML
messaging form. See Advanced Messaging in Appendix A, Section
10.1.1510.1.1, to see how an advanced message can be
applied to a device.
B Allows you to add an asset (= an image or audio file) to the
Viso interface, for use in other Viso consoles.
Assets
o 3 Allows you create a list of settings to be applied to
Device settings selected devices. See also Device Settings in Appendix
A, Section 10.1.8.
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D Allows you to create a repository of files to be sent to a
device. They are sent with the Send Files command, as in
Files Appendix A, Section 10.1.26.
> Allows you to create particular command line arguments or
Remote execute scripts on a device. See Remote Execute in Appendix A,
Section 10.1.22, for information on how this is
implemented.
-:..) Allows you to select settings, to be implemented to restore
a device’s system configuration and settings to the latest
Smart recovery system snapshot, or factory settings. See Smart
Recovery in Appendix A, Section 10.1.29.
O Allows you to create a Device Enrollment Program (=DEP)
Des Ansle profi for an Apple device. See also DEP Apple Profile in
ep Aibple profie Appendix A, Section 10.1.6.
[ Allows you to create a plist (=property list) file on a MacOS
Apple custom device. See also Apple Custom Command in Appendix
command A, Section 10.1.3, on how this plist is executed.
}, Allows you to remotely receive updates to an Android device’s
operating system or apps. See also OTA in Appendix A,
0TA Section 10.1.1510.1.19, on how these OTA updates are
applied.
ae Allows you to create a series of commands to a device, to
be executed sequentially. See also Workflow in Appendix
Workflow A, Section 10.1.36, on how these Workflows are sent to a
device.
| Allows you to create a command, as well as schedule
Schedule & trigger when to execute the command by means of an assigned
trigger. See also Scheduler & trigger command in
Appendix A, Section 10.1.25.

/.1 Packages

This allows you to upload a software package from a URL, a file on your computer, a
package from Google Play Store, or an i0S enterprise application. (The user of the device
may have to complete the installation.) See Appendix A, Section 10.1.15, Install Packages.

7.2 Policies

This option allows you to create and apply a software policy to a device, blocking certain
apps or software packages that either cause performance problems, or security problems.
After selecting the operating system (Android, i0S, MacOS, Windows, and ChromeOS), you
then specify which apps to block, and how to activate the policy. See Appendix A, Section
10.1.20.
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7.3 Kiosk

This option allows you to set up a device to be used as a display in a kiosk, such as in a
storefront or hotel. You select particular apps that you want to be part of the kiosk display, as
well as an appropriate background. See Appendix A, Section 10.1.16 on how to apply a Kiosk
option to a device.

/.4 Advanced messaging

This option sends a text message with an image to a device. The message may be a
“Welcome” message, a holiday greeting, or an emergency alert. See Advanced Messaging in
Appendix A, Section 10.1.1.

7.5 Assets

This option allows you to apply an asset, such as an image or audio file, to a device. You may
upload an audio file or record one using the Viso interface. You can then employ these images
or audio files in other Viso consoles.

To add a new asset:

1. Click on the ADD NEW button at the lower left corner of the “Assets” screen.
The “New asset” screen opens.

New asset X

Name is required

Image

Set as private

2. Assign a name and description to the new asset.
3. If you choose to add an image, click Add Image. You’ll be prompted to upload an
image from your computer.

4. If you choose to add audio, you have the option of uploading an audio file by clicking
Add Audio File or recording an audio file.
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New asset X

Name is required

Audio

ADD AUDIO FILE Or record @

Set as private

©

5. Click Confirm. The new Asset will now appear in the Assets Repository.

/7.6 Device Settings

This option allows the Viso 2.0 user to create a configuration of device settings that can be
saved and applied to a fleet of devices at once. The settings could include selecting a type of
keyboard, enabling or disabling a screen saver, configuring a printer, or performing a reset on
the device.

7.7 Files

This option allows you to assign specific files to be sent to devices. The files can be from a
computer, or from a URL. You’ll use the Send Files command as detailed in Appendix A,
Section 10.1.26 for sending files to devices.

7.8 Remote Execute

This allows you to create a command-line command or script and send it to a device. See
Appendix A, Section 10.1.22 for more details.
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7.9 Smart Recovery

This allows you to select settings to be implemented to restore a device’s system
configuration and settings to the latest system snapshot, or factory settings. See Smart
Recovery in Appendix A, Section 10.1.29.

7.10  DEP Apple profile

This allows you to set up a Device Enrollment Program (=DEP) for an Apple device. See also
DEP Apple Profile in Appendix A, Section 10.1.6.

7.11  Apple Custom Command

This option allows you to create a plist (=property list) file to be applied to a MacOS device.
See also Apple Custom Command in Appendix A, Section 10.1.3, on how this plist is
executed.

/.12  OTA

This allows you to remotely receive updates to an Android device’s operating system or apps. See

also OTA in Appendix A, Section 10.1.19, on how these OTA updates are applied.

7.13 Workflow

This allows you to create a series of commands to a device, to be executed sequentially. See
also Workflow in Appendix A, Section 10.1.36, on how these Workflows are sent to a device.

/.14  Schedule & Trigger

This allows you to create a command to be sent to a device, along with a trigger for when to
implement the command. The trigger can be by timing, geofencing, a Wi-Fi signal, or upon
startup of the device. See also Scheduler & trigger command in Appendix A, Section
10.1.25.
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8 Account Settings Console

The Account Settings console will provide an administrator with options to perform changes
to users’ accounts. The left-hand side of the Account settings box contains the following

options:

Table 8-1: Account Settings Options

Icon Function

"ﬁ-‘ Remote control

B Pair with organization
domain

D DEP Settings
K| | VPP Settings

Android for Work

Iy
Device Pairing
Report Scheduling

in Custom Columns

We’ll go through the options in order.

8.1 Remote Control Option

b

Clicking on the “Remote Control” icon 5 in the Account Settings Console allows you to
control devices remotely. Selecting “Requires users’ permission for remote control” button
means that you will only be able to engage with the user’s device after receiving permission.
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Account settings

Require users permission for remote control

Alerts mail
qal@radix-int.com

—— I

Figure 8-1: Account Settings Console, with remote control option

The user will receive a prompt on their device, asking them if they wish to allow remote
control access:

835PM ¥ ¢ O &

Remaote Control

Visa is asking your permission to start remote control session

DENY.

Figure 8-2:Prompt on the user s device, to allow remote control of a device

When you enable or disable requiring user permission, you’ll receive a pop-up notification in
the lower right corner that the account settings have been changed:
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Account settings

Require users permission for remote control

Alerts mail
qal@radix-int.com

\/ Success
Account settings saved.

Figure 8-3: Notification of a successful change to the account

Note: This option is only for users with administrator privileges. If a regular user tries to
change the account settings, they will receive an error message telling them that the account
settings cannot be changed:

Account settings
Require users permission for remote control

Alerts mail
gal@radix-int.com

Error saving account settings
[object Object]

Figure 8-4: Error message for user without Admin privileges

8.2 Pair with Organization Domain Option

Clicking on the Organization Domain option tells you the present domain name. It allows
you to change the domain name to another valid e-mail address in the organization.
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Account settings

Current iated i radix-int.com

To change domain name, please enter a valid organization email account

Organization email account

A mail will be sent to this address for organization domain confirmation (this mail
will be valid for 24 hours)

N

Figure 8-5: Dialog Box to select a domain

8.3 DEP Settings

There is also an option to use the Device Enrollment Program (=DEP) to connect your
device.

Account settings X
"
DEP servers & +
Server name Creation date Connected devices State
1 Sep 9. 2019 1 READY :
=] .
2 Oct 26, 2020 READY :
r -
m Sandbox Nov 4, 2020 READY :
Nov 19, 2020 PENDING_PUBLIC_KEY E
Production 2020 Dec 14, 2020 1 READY E
Dec 17, 2020 PENDING_TOKEN E
11n
Apr18, 2021 PENDING_PUBLIC_KEY E
Apr18, 2021 PENDING_PUBLIC_KEY E
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8.4 VPP Settings

This displays existing Apple VPP (=Volume Purchase Program) accounts, allows you to edit
them, or add an additional VPP account.

Account settings

SMD SYSTEMS Radix LTD Jan 31,2023
SMD SYSTEMS Tair Apr 18, 2024

SMO SYSTEMS SMD SYSTEMS Apr18, 2024

To add a new VPP account:

1. Click on the Add VPP account icon +. The New VPP account dialog box opens.

New VPP account X

1. Download token

Apple Business Manager

Download token from your account Apple School Manager

2.Upload VPP token

Upload your VPP token | UPLOAD VPP TOKEN |

CANCEL m

2. Download a VPP token from the Apple website after entering the Apple ID for your
device.

3. Upload the VPP token from your computer by clicking on Upload VPP Token.

4. Click Confirm to apply the VPP token to your device.

8.5 Android for Work

When you click on the Android for Work icon, you get a prompt to enroll your Android
device. This will enable you to use Mobile Device Manager (=MDM) software on your
Android device in a manner that is secure.
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Account settings

Android For Work

E 1]

After you click on the Enroll prompt, the Google Play app opens:

. Google Play

Bring Android to Work

Get started

After clicking Get Started, you’ll be prompted for business details:
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Business details

We need some details about your business

Domain name or Business name

Your answer

Enterprise mobility management (EMM) provider

Radix Viso

Previous

8.6 Device Pairing Option

This option allows you to pair a device to the Viso interface, after supplying the remote user
with a pairing code. This feature lets you narrow down the users and devices, excluding
anyone who doesn’t have the pairing code.

Account settings X

Use Pairing code (,D

Pairing code

8.7 Report Scheduling Option

This sends a weekly report of activity on particular devices to selected users. You can add
several email addresses, as well as select a specific time and day of the week that the report
will be sent.
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Account settings X
Weekly report (D
~
)
Set reporting time
SUN TUE WED THU FRI SAT 09:00

Figure 8-6: Interface to select email addresses, day, and time to send a weekly report

8.8 Custom Columns Option

This option allows you add or delete columns to be displayed in the other consoles. You can
create your own custom columns or select a new column heading from a list of apps.

Account settings x

Custom columns

@ Add new column

D Na)

Apps columns

Remave Selected apps
suplicate

gy Conects
FoY Riustes

To add a new column heading:

1. Click on Add new column. The “Type the column name” textbox appears.

Custom columns

(® Add new column

2. Type in the name for a new column heading and click Save.
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The new column heading will now appear among the display options in the other
consoles.

To delete a column that you have added:

1. Click on Add new column. The “Type the column name” textbox appears.
2. Type in the name of the existing column heading that you want to delete and click on

the Delete Column icon ¥
Account settings X

Custom columns

@ Add new column
Delete column

ID No.
O

Apps columns

m Remove Selected

Avimlinadn anne

3. At the Delete column prompt, click Yes. The column name will be removed from the
list of column heading options.

To add a new column from the list of selected apps:

1. Search for the app from the list, either using the Search bar, or by scrolling through
the options.
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Account settings

1D No. | |

Apps columns

open Remove duplicate Selected apps
OpenWnn
iy ° +
OpenWnn
[} " +

Add to list
E Open Camera

SmartcardService

+@|
AV

SmartcardService

2. Click on the Add to list icon. The app will now appear in the Selected apps column.

Apps columns

Remove duplicate Selected apps

Camera Open Camera
+ a - .

Telefon

QD

Maps

Caleulator

Calendario

O@ o
+

Nova?

|
+

3. Click Save. The new column option will appear in the Column list.
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9 Further Resources

We have surveyed the main functions of the Viso MDM interface, giving brief examples for
most of the commands and options. However, functionality may differ, depending on the
user’s device, OS version, and permissions.

Throughout the Viso 2.0 MDM interface, you have the option of completing a Customer
Request Form by clicking on the dialog bubble in the lower left of the screen. Enter your
name, email, and a brief statement of your request, and we’ll provide a response via email.

= Radi)

Remote Install package

Please fill out the form below and we will get

back to you as soon as possible.

b o Name o
" Name 1467 /' pixel di
* Email 019 /'

10a7e5 " My me
* Message s Mymet

bébes ra

1A0 # MEETIF

> Submit
6f25¢ ra
3 Vs

_,,'j‘ Add free live chat to your site

Figure 9-1: Customer Request Form

Besides the option to fill out a Customer Request Form, you can also register here for the
Radix weekly webinar. The webinar is held every Monday and Wednesday at 3:00 AM
EST/10:00 AM CET, and 10:00 AM EST/4:00 PM CET. You can also attend a live demo of
the Viso 2.0 interface.

The Radix website also features a Virtual Assistant, so that you can engage in a live chat to
step you through the product.
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10 Appendices

Appendix A—Commands Grid Reference

When using the Viso 2.0 Device Manager, you’ll notice several ways of accessing a grid of
commands that can be sent to either a single device, or to a group of devices. The
“Commands Grid” contains many command options, arranged alphabetically. But the actual
commands that are available will differ, depending on how you access the Commands Grid,
or on the operating system of the device you are accessing.

To access the Commands Grid from the Viso 2.0 Dashboard:

Method 1: Via the device’s kebab menu:

1. Click on the Devices icon :U on the left side of the Dashboard.
2. Click on the kebab menu on the far right-hand column of any of the devices listed.

The Command Grid opens
e - () e ~ 5%
= Radi a - < = - % -
Remote Install package Advanced message Device settings
Advance d messag ging AFW install / uninstall Change agent password
[ - . I T
L Devices sitan (-] & B e
o Clear apps data Device settings Disable apps
o ~ a A
8 0. = { HardwarelD { Name Localip
o ) +# =]
[ ] L H /' Eitan 10.0.0.4 Enable apps Firmware update Install package ;
Jm
-n - HE /' Lenovo 9 black GQ 192168.5.37 H
E“ o l/.\/.
= -
E ) - H / eitan golan 1921681137 Kiosk Manage users Metrics
o P A &

oTA Policies Remote control

Figure 10-1: Commands Grid as accessed from the device s kebab menu

Method 2: From the Device Console Ribbon:

Click on the Devices icon :U on the left side of the Dashboard.

In the list of devices, select a particular device by checking its checkbox in the far-left
column. The icons for commands in the Device Console Ribbon will become active.
3. The Device Console Ribbon already has icons for:

e Remote Control of a device,
o Install Package, to install a software package or app on a device,

e Advanced Messages, to send a message that can combine audio and visual
content,

e Device Settings, to adjust a device’s settings,
e Policies, to block or allow particular applications, and
e  Workflow, to send a series of commands to be implemented in order.

4. By clicking on the More actions icon, you can access all other available command
options:

N —
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Radi) - -

Remote

Devices croup: Al 1evics selectad

[-] 0. = I HardwarelD & Mame o Local ip
- H # Eitan 10004
- # Lenowo 9 black GO 192168537
o & # eitan golan 1921681157

Instal package  Advanced

O eitan

B ) = .

Poiicies Workfiow Nureﬁjﬂwws -

- [ *

AFwinstall/uninstall  Appis custom command

-] 0 =]
[r—— Deo Apple rofie P
=:] P
——— Firmears updsts
= =] a
Group dashiboard Maneg
22 ® >
et on Remats exccute
L] ~ -1

Method 3: From the Device Dashboard:

qaP1

Change agent password

Appendices

The Device Dashboard will allow you to access a sizeable number of the available
commands. But only the previous two methods allow access to all available commands.

1. Click on the Devices icon
2. Click on the row of any of the devices listed.

L Devices croup:an
Lo — o "
0. = T Name J
L o &/ Mymediabox
- - # Mike Yoga 11

8 - 7

o &/ newine
- I
- s
- 4
M/ Lenovo9blackGQ
- '
- s

& 7 yehuda

- '

Policy-Kiosk = £

U on the left side of the Dashboard.

Tags = Local ip Last seen v
new W3 mydevices 192.168.5.207 Nov 29, 2023, 2.26 PM
o w05 7e0ss  mae

192168.519 Nov 29, 2023, 219 PM
i
Hoa 1921685116 Nov 29, 2023, 214 PM

192.168.431 Nov 29, 2023, 1:49 PM

e 192.168.5.230 Nov 29, 2023, 1:08 PM
e racing238 192168548 Nov 29, 2023, 1:00 PM
-~ 192168595 Nov 29, 2025, 12:43
v 1921681191 Nov 29, 2023, 12:40
o 102168590 Nov 29, 2023, 12:39
92004 Nov 29, 2023, 12:3%
oo yshudan e 10.0.0.4 Nov 29, 2023, 12:35 ..
o 192168 5136 Nov 29, 2023, 12:39

3. The Device Dashboard pops up.

ne\
-0
= Device state
Storage
3.64GB
Used
out of
491868
Speed test c
0
Mbps
@® Download

Screen settings

Volume I

Connected C

Memory (MB)

215GB
Used

outof
7.68GB

Device Uptime

Uptime since last reboot:

3 1 4 7

Days Hours  Min Sec

Boot time: 22509 Sec

Round Trip Time

Q Search

C; Chromium / V.1664390690
org.bromite.chromium
Clock/ V.33
com.android.deskclock

_, | File Commander /V.45287
F& com.mobisystems.fileman

Kika Keyboard Settings / V.20230707

WKa  com.iqqijni-tvi keyboa

B Newiine App Store / v.3381
com.personality.recommendation

4% Newline Classroom Tools / V.3
tw.com.newline.gadgets

Newline Display Management + / V.250902870
com.viso.mdm

Location

32.02238/34.85973

32.02198/34.85951

32.02237/34.85975

32.02238/34.85076

32.02241/34.85977

3219625/34.8615

32.02211/34 85966

31.82329/36519254

+ <] c m | B Groups |
m Ip address Agentwi
213893110 2509029
2138193110 1080171
213819310 2509029
2138193110 2609028
213.8193.10 2506018
2138195110 2509030
2138193110 1108029¢
B7.11.201.243 1108027
2138193110 2509028
104135229707 1109030¢
147236206169 2509029
212.8193.10 2509030
- x

Remote

l

~
v

Terminal

Repositories actions

Schedule & trigger command

Send message

Location

o

CI

4. The right-hand pane will allow you access to many of the available commands,
especially under the Repositories actions tab.
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Repositories actions

SMART RECOVERY

WORKFLOW

- s |
[ e " |
[ o |
| oevice sevmves S |
| s 5 |
| o |
| v |

Schedule & trigger command &}

Here are brief instructions for all the commands:

10.1.1 Advanced messaging

This allows you to interact with users using an engaging message that can contain text,
sound, or images. There are also options to time out a message and trigger it later by time,
geolocation, a network prompt, or via a 3™ party API, such as an emergency system. The Viso
2.0 interface has been expanded to include YouTube videos that can be played in a loop.
Another option is to include an interactive, clickable HTML file.

The Advanced Messaging feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon under the Advanced message icon,

e The Device Dashboard, under the Repositories actions tab, under Advanced
messaging.

When you click on Advanced Messaging, a grid of stored advanced messages appears.
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Advanced messaging Q search Az v c x
Welcome to the hotel Hotel Fire Alert 2 World cup promo with call ... g
e & , @ F ¢ e & », @ 8 ¢ e & », & § ¢
Happy Thanksgiving Tornado Hamlet Message
Testing Features
e & , & 7§ ¢ e & , & 7§ ¢ e = , & 7§ ¢
Test Message Hamlet Message (2) test html
Displays new advanced message feature Testing features
ADD NEW CANCEL

Figure 10-2: Advanced Messaging Grid of Options
To use an existing advanced message:

1. Select one of the messages and click Apply.
2. If the message is successfully sent, a “Success” prompt will appear in the lower right
corner.

Success
Advanced messaging sent to device

There is also an option to add a new advanced message.
To add a new message:

1. Click on the ADD NEW button in the lower left of the Advanced Messaging grid.
The “New Advanced Message” screen appears.

New advanced message x

Set as private
This repository item will be visible only to this user

CANCEL m

2. Assign a name and description to the new message.
3. Click on the Set as private button if you only want this new message for one
particular user.
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| New advanced message X

Hamlet Message

Testing Features

Set as private O

cance m

Figure 10-3: New Advanced Message Screen, in Edit mode

4. Click on the Content icon on the left. The Advanced Message Type screen
opens, allowing you to add media to your advanced message. You have the option of
adding:

. Image or sound files. You may provide a text message, set the orientation and
color of the text, as well as the time it should be displayed,

° A YouTube URL,

. An embedded URL/HTML text.

New advanced message

Image/Sound

ADD IMAGE ASSET ‘ ‘ ADD AUDIO ASSET

Stretch on screen Loop audio

@) torizontal Vertical

“There are more things in heaven and earth. Horatio, than are dreamt of in your |

w0

cAaNeEL

5. Click Confirm to finalize your message. The Advanced message will appear among
the Advanced Messaging options.
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| Advanced messaging

| ® = 7/ - [ ] + @® = /s ] ] » ® = Vi ] i -
| Happy Thanksgiving Tornado Hamiet Message v
——— [

® = s - ] * ® = 7 - ] o ® = 7 - ] »

6. Select the message and click Apply. The message will be displayed on the device.

-are morethlngs in heaven and earth Horatlo tha,

:,yOurphﬂosophy

Figure 10-4: Display of an Advanced Message on the remote device

10.1.2 AFW Install/Uninstall

This allows you to install or uninstall the Android for Work option on your device. Android
for Work is described in greater detail in Section 8.5.
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AFW Install X

= .
(@) Install Uninstall

title pricing purchased installed remaining

Figure 10-5: Android for Work window

10.1.3 Apple Custom Command
This option allows you to execute a plist (=property list) file on a MacOS device.

New custom Apple MDM command X

Name is required

Set as private

Figure 10-6: Apple Custom Command window

10.1.4 Change agent password

This allows you to change a user’s password.
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Change agent password X

l

Figure 10-7: Change Agent Password window

10.1.5 Clear apps data

This is useful in situations where an app is crashing or displaying other issues. Clear apps data will
clear the user’s history on the device and require them to log in again. This typically will solve most
performance issues.

The Clear apps data feature can be accessed by:

e The device’s kebab menu
e The Device Console ribbon

When you click on the Clear apps data tile, the Clear apps data panel opens.

Clear apps data X
Remove duplicate Selected apps

E Contacts + Calculator i
Telefon +
0 Ajustes +
> Play Store +
s CPU-Z
E% +

Calculator
& +
E Calendario +

1 ninvin-Keep +
m NordVPN L

1-10 > >l
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1. Select a particular app by clicking on the Add icon + . The app will now appear in the right-
hand column of Selected apps.

2. After you have selected the desired apps, click Clear. This clears any data on the device.
For example, if you select the Calculator app, it will remotely clear the calculator display on
the device, and close the app.

10.1.6 DEP Apple profile

This allows you to set up a Device Enrollment Program (=DEP) for an Apple device.
To apply an existing DEP profile:

1. Click on More Actions in the Device Console Ribbon.
2. Select DEP Apple profile.
3. Select one of the profiles that appear and click Apply.

To create a new DEP Apple profile:

1. Go to the Repositories Console and click on Dep Apple Profile, or
2. Click More Actions in the Device Control Ribbon and click on Dep Apple Profile.
The Dep Apple Profile Window opens.

Az + c X

DEP server MDM Server g

Dep Apple profile

ios5

0 o e 0 o e 0 o 1 ~»
Radix profile Tair 5780 “

0 o e 0 o e 0 o 1 ~»
ios 1.9. new

selenium_test “
L]

| ADD NEW ‘

3. Click on Add New. The New DEP Apple Profile window appears.
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New DEP Apple profile X

Setas private

4. In the Edit Details pane, add Name, Description, and DEP Server Account details.

5. Click on the General icon and provide the Apple device details.

New DEP Apple profile X
Supervised
Allow pairing c
Mandatory
MDM removable [ O

Wait for device configured
Multi user for shared iPad

Auto advance setup
For tvOS only. If allowed the davice will tell tvOS setup assistant to automatically advance
though its screens.

CANCEL CONFIRM

6. Click on the Support info icon and provide the requested information, such as a
support phone number and email.
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New DEP Apple profile X

CANCEL m

7. Click on the Setup Assistant icon — and select the Apple services that you would
like to enable on your device.

New DEP Apple profile

Skip steps in device setup
Skips iCloud Analytics screen in macOS

Registration
Disables registration screen in mac0S

ScreenSaver
Skips the tvOS screen about using aerial screensavers in ATV

TapToSetup
Skips the Tap To Set Up option in ATV about using an i0S device to set up your ATV (instead
of entering all your account information and setting choices separately)

TVHomeScreenSync
Skips TV home screen layout sync screen in tvOS

TVProviderSignin
Skips the TV provider sign in screen in tv0S

CANCR:

8. Click Confirm. The new DEP Apple profile will be saved.
To apply a DEP Apple profile to a device:

1. Select one of the DEP Apple Profile tiles and click Apply.
The Viso interface will tell you if the DEP Apple Profile was sent properly to the
device or send a warning message if there was a problem.

10.1.7 Device Alert

This sends an alert to a device, or several devices, based on email addresses. This option is
one of the commands that you can insert in the Workflow command.
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‘ Device alert X
Add email, then press Enter

qi .com &

Message (optional)

Figure 10-8: Window to send alert to device

10.1.8 Device Settings

This option allows the Viso 2.0 user to remotely adjust a device’s settings. This could include
selecting a keyboard language, enabling or disabling a screen saver, or performing a reset on
the device.

You can access the Device Settings window by

e The device’s kebab menu
e The Device Console ribbon from the Device Settings icon,
e The Device Dashboard, from the Repositories actions tab under Device Settings.

When you click on the Device Settings icon, the Device Settings options opens:
Device settings Q. Searct I3 ¥ c X

traulux dudi samsung latin keyboard

e v« & 7§ * e v« & 7§ * @ oo ,», & 7§ *
task bar eitan newline test dudi newline q
® - /s & § # ® - /s @& § * ® v /s @& § #
Enable status bar Disable status bar PrinterHP24 - dudi
General Settings Test General Settings Test
® v« & 7§ * e v s @ e v s & 7§ *
I I

ADD NEW

Figure 10-9: Device Settings options

CANCEL

You can add more options as well, with the “Add New” button. In order to add a new device
setting, you’ll have to provide the connectivity details of the remote device.
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To add a new device setting tile:

1. Click on Add New in the Device Settings screen.
The “New Setting” screen opens, in Edit Details mode.

New setting

Vh‘

Setas private

CANCEL m

Figure 10-10: New Device Settings screen

The icons on the left-hand side of the screen have the following functions:

Table 10-1: Device Settings Options

Icon | Description
2" | Edit Details

Wi-Fi

Security

General

Set APN

Wallpaper

Install Certificate

Panel Settings

Lock Password

10.1.8.1 Edit Details

This allows you to write down a name and description of the Device Setting, as it will appear

in the grid of settings.
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New setting X

3 New Device Setting

Demo of new device setting

Set as private 0

10.1.8.2 Wi-Fi
This opens a pane to set the device’s Wi-Fi connectivity details. You can also choose an
option to “forget” the Wi-Fi connection:

New setting X

Set device wifi (.D

Manual
WPA2

AES

Hidden
Auto Join

Forget wifi

10.1.8.3 Security
This allows you to adjust login settings for the device, such as password length, password
history, number of login attempts allowed, and the like.
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New setting X

Maximum number of login attempts that are allowed before the device wipes itself

Set the maximum time for user activity until the device will lock. this limits the length that the user can set
set the password expiration timeout

Set the length of the password history

Setthe minimum allowed password length

Set the minimum number of letters required in the password

Set the minimum number of lower case letters required in the password

CANCEL m

10.1.8.4 General Settings
This is an interactive table where you can modify the device’s settings regarding apps, users,
connectivity, date & time, audio settings, and more.

New setting X

Apps Date and time

Key restriction pending

Ensure verify apps Automatic date and time

Manually set date and time

Disallow uninstall apps

. 24 hours mode
Disallow install unknown sources

. Screen configuration
Disallow install apps

. Set the device brightness level (0 - 255)
Disallow apps control

Allmee ok e Bl ;e Habie e

CANCEL m

Note that the buttons in the General Settings window have three modes:

e Enable (Blue)
e Neutral (Gray, where the device remains on its default setting)
e Disable (Red):
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Apps

Key restriction pending

("5 )

Ensure verify apps

Disallow uninstall apps

Disallow install unknown sources

10.1.8.5 Set APN

This screen allows you to set up the details of an Access Point Name (=APN), such as an
MNC (= Mobile Network Code), an MCC (= Mobile Country Code), and MMSC
(=Multimedia Messaging Service Center).

r
New setting x

Set Apn

CANCEL m

10.1.8.6 Wallpaper
This allows you to change the wallpaper on the device. You select an image from your
computer and click Confirm.
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New setting

Set device wallpaper
pon)
@)

R d -X
Stretch on screen

©
CANCEL m
10.1.8.7 Install Certificate
Certificates are used for web filtering, VPN authentication, and many other uses. These
device settings options on the Viso interface allow you to install VPN and app certificates.
Install certificate
Els;r t;ul‘s:;:zredentials

e

«©
User wifi CA certificate
VPN and apps certificate
User private key wifi certificate

&~
The options are as follows:
[ ]
[ ]
[ ]

User-trusted credentials

User Wi-Fi CA (=Certificate Authority) certificate
VPN and apps certificate

User private key Wi-Fi certificate
To install a certificate:

Page 84




Radix

1. First obtain a VPN or app certificate.
2. Copy the entire text of the certificate.
3. Paste it into the Certificate body field and click Confirm.

10.1.8.8 Panel Settings---First Panel

Appendices

The first Panel Settings panel has options to power up or power down your device, and other

power management options.

New setting

Power on Schedule
19:30 SUN MON TUE WED THU FRI SAT
NONE

Power off Schedule
19:30 SUN MON TUE WED THU FRI SAT

Clear all power tasks

Power management (\D

Set timer (seconds) 1] after timeout perform Sleep

L

10.1.8.9 Panel Settings—Second Panel

The second Panel Settings panel has additional device settings options, such as being able to
lock the touch lock on the device, allowing or disallowing the Wake-On-LAN option, and

New setting X
Power on Schedule (,)
19:30 SUN MON TUE WED THU FRI SaT

Power off Schedule

Don't change

Don'tchange

Auto Backlight/Brightness
Turn on/off Touch lock

Turn on/off WakeOnLan

Disallow change bluetooth state
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10.1.8.10 Lock Password

This pane allows you to set a password on the user’s device that locks the screen on the
device.

New setting x

Set user password Password for the lock screen ( leave empty to clear) (')

I

CANGEL m

10.1.9 Disable/Enable Apps

This allows you to remove an app from a device or reinstall it.

This option is available from the Device Console Ribbon, or from the device’s kebab menu.

a - *
Advanced messaging AFW install / uninstall Change agent password
Clear apps data Device settings Disable apps
* -
Enable apps Firmware update Install package
a ol
Kiosk Manage users Metrics
&
KX N -
OTA Policies Remote control
° ~
> - [
Remove Google accounts
Remote execute from device Restart

1. When you click on the Disable apps tile, the Disable apps screen opens.
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Disable apps X
Remove duplicate Selected apps

E Contactes +
Phone +
a Paramétres +

b4
> Play Store :

<
E CPU-Z 4
a Calculadora 4
E Calendario +

> ol
CANCEL

2. Select the apps that you wish to disable by clicking on the Add to List icon +. The app will
now appear in the Selected apps column.

Disable apps

Remove duplicate Selected apps
n Contactos " ! Calculadora 5
\. Telefon +
@ Settnos N >
Play Store . <

@ CPU-Z "
! Calculadora
I
~

CANCEL m
3. Click Disable. The apps that you selected will now be disabled on the device.

To reverse the process and enable an app:

1. Click on the Enable apps tile.

= [ *

AFW install / uninstall Apple custom command  Change agent password

e g S

Clear apps data Dep Apple profile Disable apps
” | F
Enable apps Export to CSV Firmware update
- [ ]
= 2
Group dashboard Kiosk Manage users
I~ b P
Metrics OoTA Remote execute

a o |

Remove Google accounts Scheduler & triggers
from device Restart command

2. Select the apps that you want to enable, by clicking on the Add to List icon.
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Enable apps
Remove duplicate Selected apps
B Kontakte i E Calculadora i
L Phone
g Settinos . >
p Playstore . L4
CPU-Z .
B Caleuladora I
Jm

CANCEL
3. Click Enable. The app will now be enabled on the device.

10.1.10 Export Blue Screen Data (Windows Devices Only)

This sends information about a system crash in Windows. The data comes in the form of an
Excel spreadsheet, listing the Device ID, details of the blue screen error, and when the blue
screen appeared.

10.1.11 Export to CSV
This allows you to export the table of results to an Excel CSV file. You can access this option
from the Devices Console Ribbon, or from a device’s kebab menu.

You can choose to display all columns available, or only the columns currently shown in the
Devices table.

Export to CSV X

Choose which columns to export

@ All columns

Columns shown in devices table

CANCEL CONFIRM |

10.1.12 Firmware update

This option allows you to update the device’s firmware, for better performance and security.

Firmware update

Are you sure you want to update the firmware on the selected device?
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(Note: Not all devices allow for remote firmware updates.)

10.1.13

en

Group Dashboard

This can be accessed from the kebab menu of a group in the Groups window.

Location

21,2023, 9:06 PM  31.82328/35.19256

21

13

o

X

=

Group dasrjhnard

-

/7

Group management

=]

Advanced messaging

*

Change agent password

Delete

AFW install / uninstall

Clear apps data

. YLP

c +

a

Apple custom command

0

Dep Apple profile

L =
Device settings Disable apps Enable apps
=] +F S|
Export to CSV Firmware update Install package
a [l

Kiosk

Manage users

Metrics

x

Appendices

The Group Dashboard command displays the statistics for the devices in a group.

B x

Group dashboard

2 0

Total devices Connected devices

(") connecting to devices...

10.1.14 Group Management

If you have created a group, but want to perform modifications, use the Groups
Management command tile. This is especially useful for installing mandatory applications
on many devices simultaneously.
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To use the Group Management command:

1. Select a group in the Groups column and click on its kebab menu. The Group
Commands grid opens.

Ve [ |
Group management Delete
o L
Advanced messaging AFW install / uninstall Apple custom command
+  Change agent password Clear apps data Dep Apple profile
o B
Device settings Disable apps Enable apps
Export to CSV Firmware update Group dashboard
- °
=] -
Install package Kiosk Manage users
&
I b H
Metrics oTA Policies

2. Click on Group Management. The Edit Group window opens.
3. Modify the Group name and description.

Edit group 'First Group' X
First Group

My First Group Ever

4. Click on the Tags icon . The Tags window allows you to apply identifying tags to
the group.
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Edit group 'First Group' X

®

First

5. Click on the Add Packages icon =, and add the software packages that you’d like to
apply to the members of the group.

Edit group 'samsung’ X

ADD PACKAGES

= -

6. Click Save to save the results.

For the group New Devices, the Group Management command is somewhat different. This
will allow you to install mandatory software packages onto any new devices as they are
included in the Viso 2.0 system.

1. Click on the Groups icon in the Devices Console and find the New devices group.
. Click on the New devices kebab menu. The Commands grid opens.
3. Click on the Group Management tile. The Edit group ‘New Devices’ window
opens.
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Edit group 'New devices' [CHI

New devices

CANGEL m

4. When you click on the Packages icon, you’ll notice that there are certain mandatory
software applications that already appear.

Edit group 'New devices' c X
Spotify: Music and Podcasts /
i V100142564 161 ~ @
= CPU-Z1/V.43 -
L] L 31| i v [
|ﬁ| X-plore File Manager 33 / V.43302 a 214 o ME

@ Current version Other version Package not installed

ADD PACKAGES
oo [0

In this display, from the total number of devices available (= 250 devices), we see that 32
devices have the current version of Spotify, 37 devices have a previous version, and 161
devices do not have Spotify installed presently. (This could be because many of these 161
devices are no longer active.)

5. Click on the row of a particular application. You will see a breakdown of which
devices have the current version, a previous version, or do not have the application
installed presently.
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Edit group ‘New devices'
[

Spotify: Music and Podcasts /

Appendices

¥

i V100142564 [ 53 | 161
E com.spotify.music {’:

V.80485999 1 Devices ¥

V.95947133 3 Devices ¥

V.105910845 1 Devices ¥

V.84157058 1 Devices W

= o
@ Current version Other version Package not installed

‘ ADD PACKAGES

|
| cuce. [0

6. Clicking on the Show Devices filter icon next to a particular device in the list will

allow you to do a filtered search:

Edit group 'New devices’

Spotify: Music and Podcasts /

i V100142564 s 161
ﬁ com.spotify.music m
V.97259498 1 Devices @
V.92539933 1 Devices ¥
V.100142564 53 Devices ¥
V.103550191 2 Devices ¥

@ Current version Other version Package not installed

ADD PACKAGES

CANCEL

Figure 10-11: Viewing devices with/without the app installed
Conditions relation: (@ AnD () or
Package name is and version is
App with version v com.spotify.music 97259498

ADD CONDITION

Saved filters

Q Search

Class A : I

Classroom B

= Classroom C - Dudi

<2 DLD

9, Demo_2.10.2017 :

EDIT FILTER J— . .
m = DevicesGrowpA i

Figure 10-12: Filtering devices by version of app installed

7. Click on Quick Search. You will see the details of the specific devices that have or do
not have the most recent installation of the application:
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Devices Filtered results: Quick search = Q search = $ + o Cc m

\:\ 0. = J HardwarelD J Name J Tags = Localip Lastseen v Location

(€] + (i}

\:\ - legamaster-temp-id rd new 192168.5139 Mar 23,2023, 10:23 ..

ltems per page: 20 1-10f1 K < > >l

B Al H |

B3 New devices

8. Another way to view the breakdown of devices that have the app installed is by

clicking on the Show command status icon oll in the Edit group window:

Edit group 'New devices' c X

Spotify: Music and Podcasts /

i V100142564 " 53 | 161

E com.spotify.music
V.80485999 1 Devices ¥
V.95047133 3 Devices ¥
V.105910845 1 Devices ¥
V.84157058 1 Devices ¥
@ Current version Other version Package not installed

ADD PACKAGES

It will provide you with a list of all of the devices, whether the app was installed on the
device successfully, and any reason why the installation did not succeed:

Command status ( Group package - com.spotify.music)

Q Search device by ID Status filter: All v E: c Ga
1D Time v Status
HGR49944 Nov 22, 2023, 12:20:48 PM ® Command executed More info v
GO70VM25243506TT Nov 22, 2023, 12:01:39 AM ©® Command failed More info A

Note: [version:100,142,564]
file://data/user/0/com.viso.mdm/74238bd8a448bec30c517de84b70933ac80c8fb39bBaa?a7ébce?269e9bsfbb.-o

exposed beyond app through Intent.getData() 63 84
Success Failed
cB835cb7af41bébesd Nov 21, 2023, 6:28:43 PM © Command failed More info v 43% 57%
Items perpage: 10 ¥ 1-10 of 471 1< < > 2l

10.1.15 Install packages
Clicking on this option opens a grid of software packages from which to choose, to install on
a device. There is also an option to create a new software package to install.
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The Install Packages feature can be accessed by:

e The device’s kebab menu
e The Device Console ribbon, under the Install package icon,

Appendices

e The Device Dashboard, from the Repositories tab, under Install Packages.

When you click on Install Packages, a grid of software packages appears. These are software

packages that have already been stored in the Viso system.

10.1.15.1 Installing a package in the Viso interface:

In the screenshot below, the user will install the GeoGebra app on the remote device:

Install package

CANAL+, Live and catch-...

com.canal.android.canal
admin

Q Search

Spotify: Music and Podca...

com.spotify.music
admin

®

Calculator (V5.0.632.0)
org.geogebra.android “

X-plore File Manager (V4... GeoGebra Graphing

com.lonelycatgames.Xplore
admin

@ »
i « T

ADD NEW

*° Workflow : prueba - (1) 1

To install a package on a device remotely:

1. Click on a selected software package.

2. Click the Apply button. A message will be sent to the device, and a notification will
appear in the lower left of the Devices Console, indicating that the app was installed
successfully on the device. (The Devices Console will also alert you if the installation

failed, or in Pending status.)

- -
2§ Dashboard Devices crouwp:an 10evice seiected Q. HA195F

[0 Devices s -~ . A
0. =  HardwarelD Serial number Name v

Commands a
v @ HAY HA /' Eitan

=» Users

Items per page: 20 -

E Repositories

0 Account settings

O ® Install : GeoGebra Grap.. - (1) “
I

X  + o C m BGroups‘

Localip

10.0.0.6

Figure 10-13: Notification that app was installed successfully
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3. Clicking on the notification in the lower left corner of the screen will open the
Command status screen:

Command status (Ad-Hoc - Install : GeoGebra Graphing Calculator ( V5.0.632.0)) X
Status filter: All [ (¢] Co

ID Time v Status

bb2a5559593b%ee9 Nov 7, 2023, 12:41:19 PM ® Command executed

Eitan (HA Nov 7, 2023, 12:41:19 PM (® Command executed

Eitan (HA Nov 7, 2023, 12:41:10 PM < Command sent 2 0 0

Success Failed | Pending
Items per page: 10 w 1-30f3 100% 0% 0%

CLOSE

Figure 10-14: Display of status of command sent to a device

The Command status screen has several options to display or store results of commands sent
to devices:

Table 10-2: Command Status Screen Display Options

Icon Description

Status filter: All \ Allows you to filter results by commands sent, executed,
pending, etc.

E" Export to CSV: Allows you to export the table of results to an
Excel CSV file

O Refresh: Refreshes the results displayed in the table

L? List by Device: Allows you to display which devices have had

J the selected app installed

10.1.15.2 Adding a new package to install

You can also add new software packages and install them on devices. (The user of the device
may have to complete the installation.)

To add a new software package to install:

1. Click the “ADD NEW?” button on the lower left of the Install Package screen.
The New Package screen appears.
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New package

File from Url
Upload file
Package from play stare

105 enterprise application

CANCEL

2. You have the option of uploading a new software package from a URL, a file from
your computer, from the Google play store, or from an iOS enterprise application.

New package

File from Url
Upload file
Package from play store

10S enterprise application

CANCEL

e Ifyou select File from URL, you’ll be prompted for the file’s URL.
New package

File from Url

Current user

e [fyou select Upload file, you can select a file from your computer.
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New package X

Upload file

Current user

Set as private

e Ifyou select to upload a software package from the Google play store, you’ll be prompted for
the app URL from the Play store.

New package X

Package from play store

Copy app URL from Play store
United States Tablet

Current user

Set as private

e [fyou choose iOS enterprise application, you’ll be prompted whether to upload the package
by its URL, or from your computer.

New package X

10S enterprise application

File from Url

Upload file

Set as private

10.1.15.3 Installing a Software Package on a Group of Devices

The Install Packages option can be applied to a group as well. This is a convenient way to
install software on an entire fleet of devices at once. You can also track the success of the
installation.
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To install a software package on a group of devices:

. . . I8 Groups .
1. In the Devices Console, click on the Groups icon S The Groups window
opens.
2. Find the group to which you wish to install the software packages, and click on its
kebab menu:
=& Dashboard Devices croup:02.06 = Q = 3 + o) C m
Eﬁ Devices o ~ a e
0. = | HardwarelD | Name Email { Last se
® Ccommands c + ]
- Users o B Al
E Repositories B New devices
Q Account settings B depesierie
i
B 0406 4
)
B 3004 :
B 1801

The Commands panel opens.

3. Select the Install Package icon. The Install Package window opens.
4. Select the desired software package and click Apply. The software package will be
installed on the entire group of devices.

|| Install package Q Ssearch Az v c X
p
b X-plore File Manager 33 (V4.... AdobeReader-armé4-v8a-r... Truecaller: Caller ID & Block (...
com.lonelycatgames.Xplore Adobe Reader com.truecaller
s admin admin admin
— Y — Y — —-— \J —1
® & 7/ ® & /S § ® & , §
J
1 scmanager-v228-release-si... scmanager-vi147-release-sig... LinkedIn: Jobs & Business N...
f com.linkedin.android
| | admin admin
A admin
— o — o\ — — . —
® & 7/ ® & /s § » ® & /, §
MX Player (V1.72.10) kai-prototype-2023-10- WhatsApp Business (V2.23....
com.mxtech.videoplayer.ad 25_v_1.0.75-R.apk com.whatsapp.w4b
admin admin # admin
ADD NEW CANCEL

5. You can later check the success of the installation by opening the Commands Status
window (Section 5.2).

10.1.15.4 Installing a Software Package on Selected Devices
There is also an option to select particular devices manually and install a software package on
them.

To select devices manually:

1. Click on the Devices icon, to open the Devices Console.
2. Select particular devices, by clicking their checkbox in the far-left column.
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Devices croup:All 4 Devices Selected Q. search = § + © C m | B\ Groups

Appendices

ﬂ 0. = I MName Palicy-Kiosk = 2 Tags = Local ip Last seen v Location Sim Ip address 7 Agentwi
(] - # My mediabox new  W234r  mydevices 192.168.5.207 (D Now29,2023,2:26 PM 32.02238/34.85973 2138193110 2509029 }
m / MikeYoga !l ; R mmmE = eau85m (D Nov29.2023, 219 PM  32.02198/34,85951 2138793110 11080171
= 7 ot 1921685116 © Now29.2023, 214 PM  32.02237/34.85975 2138193110 2509029}
&/ rewine rew wa aem 192168.431 © Now 29, 2023, 1:49 PM 2138193410 2509028
PR e 1921685230 (@ Now 29,2023, 108 PM 32.02238/3485976 2138193410 2506016
- s new  racingilld 192168548 (D Nov 29,2023, 1:00 PM 32 02241/34 85977 2138193110 2509030 =
O] - 7 new 192168595 (@ Nov 25.2023,12:43 . 2138293110 108029t
M/ lenovo9blackGQ ¥ 1921681191 (© Now29,2023,12:40 .  3219625/34.8415 87.71.201.243 noaozve  :
- 7 o 192468590 (© Now29,2023,12:39 .. 32.02211/34.85066 2138193410 2509028 :
- ra 192004 (@ Nov 29, 2023, 12:39 . 104.133.229107 1M09030¢ .
M/ yehuda new  yuhudsp v 10004 (@ Now29.2023.12:39.. 3182329/3519254 147235206169 2509029 i
= 7 e 192168.5136 © Now29,2023,12:39 .. 2138293110 2509030 :

3. Click on the Install Package icon in the Device Console ribbon. The Install Package
window opens.

Install package Q searct &2 v ] x

bra Graphing Calculat: CANAL+, Live and catch-up TV ... Spotify: Music and Podcasts (...
org.geogebra.android com.canal.android.canal com.spotify.music
admin admin admin
@ - 7 [ ] » @® - 7 [ ] » @ - 7’
X-plore File Manager (V4.32.00) X-plore File Manager 33 (V4.3... AdobeRead 64-v8: le..
com.Jonelycatgames.Xplore com.lonelycatgames.Xplore Adobe Reader
admin admin admin
@® @ 7/ [] » ® = /s [ ] » @ ] /s
Truecaller: Caller ID & Block (V... scmanager-v228-release-sign... v147-rel ign...
com.truecaller
admin admin
admin
@® - /7 [ ] » @® - 7 [ ] » @ - /s [] »

4. Proceed as above to select and install packages.

10.1.16  Kiosk

This option allows you to use a device as a display in a kiosk, as in a storefront or hotel.
The Kiosk feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under the More actions icon,
e The Device Dashboard, from the Repositories tab, under Kiosk.

10.1.16.1 Applying a Kiosk Option
When you click on the Kiosk tile, the Kiosk options will appear.
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Kiosk

None

Apply to remove existing kiosk

device - lock

- , @ §g

ATV Kiosk - lock

[ ]
Y

@ = , @

‘ ADD NEW |

menora

@ =

rocket

® = J

ATV Kiosk - streaming

Hotel KIOSK

@ m

duo / wikipedia

@ =

youtube -kiosk

Appendices

2

s/ @
VL
s @

-
%

[ ]}
%

CANCEL

1. Click on one of the kiosk options to select it, and then click Apply. In our example, we

selected the Hotel Kiosk display.
The kiosk option that you selected will be displayed on the device automatically.

727PM O % ¢ ¥

+

u

Calculator

www.radix-in
t.com

Free Self-Parking
Come and go as you please

HD TV

Fridge

Hairdryer

You can also add a new Kiosk option and customize it according to your preferences.

To create a new Kiosk option:

1. Click on Add New. The New Android Kiosk screen opens in the Edit Details option.
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|
New Android kiosk

Set as private

The New Android Kiosk window has the following icons:

Table 10-3: Kiosk Editing Options

Icon | Description
2" | Edit Details

Allow List

Web

General

Wallpaper

2. After assigning a Kiosk name and description, click on the Allow List icon. You can select

which device apps will be included in the Kiosk option by clicking on the Add to List icon
_l_

The apps that you selected will now appear on the right-hand side in the Selected apps
column.
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[
New Android kiosk X

| @m Q, Search | | Remove duplicate Selected apps Q Search

w Comacn

1

| Telffoﬁ,, . +

nNTan

@ N Ir:'_ d.settings_2¢ +
’ P\a‘\_fs‘tore | ) +

| =w  (PII-7

| 1-10 of 15627 > >

3. Click on the Web icon, to select whether you want an Allow list of apps that you want on the
Kiosk device, or a Block list of apps that you don’t want on the Kiosk device.

New Android kiosk X

None

Allow list

Block list

CANCEL m

4. Click on the General icon, to choose a method of triggering the Kiosk, adding settings to the
Kiosk, and determining the orientation of the Kiosk’s wallpaper.
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New Android kiosk

:::::wl : w:‘:)::ul:: ;’:‘s\i:anu stop the kiosk by a selected trigger [ O]
o]
Add Settings to kiosk -
This function will llow you to add Settings Repositories ta your kiask «©
Orientation: Auto rotate
O o |
5. Click on the Wallpaper icon to select an image to serve as the kiosk’s wallpaper.
I New Android kiosk X

Set Kiosk wallpaper «©
o

Stretch on screen

6. Click Confirm. The kiosk option that you created will be saved in the Kiosk window.
7. To use a kiosk option, select it from the Kiosk window, and click Apply.

10.1.16.2 Disabling a Kiosk Option
The remote device will be limited only to the selected apps for the duration of while it is in Kiosk
mode. If you want to use the device for other apps, you will have to disable the Kiosk mode.

To disable Kiosk mode:

1. Select the Kiosk tile. The Kiosk window opens.

Kiosk E & + [} x
None menora device - lock
Apply ta remave existing kiosk x
¥
® & , @ § - ,J @ § 2
rocket q dudi kiosk a duo / wikipedia q
® = , & § # ® = , #® § @ & 5 & §F
ATV Kiosk - lock a ATV Kiosk - streaming Q youtube -kiosk u
ADD NEW CANCEL

2. Select the None option and click Apply. The device will now revert to full functionality
again.
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10.1.17 Manage users
This allows you to create or remove users on a particular device.

The Manage users feature can be accessed by:

e The device’s kebab menu
e The Device Console ribbon
e The Device Dashboard, under Manage.

Power

Manage
| REMOVE (1 |
| RENAME @ |
| TAGS ¥ |
| CHANGE AGENT PASSWORD 3 |
| RESET AUTH TOKEN » |
| REMOVE GOOGLE ACCOUNTS ; |
l MANAGE U@ S :;:
SCREEN SETTINGS (-] l
| FIRMWARE UPDATE > l

1. When you click on the Manage users icon, the Manage users dialog box appears.
2. Supply the username, select Create user or Remove user, and click Confirm.

Manage users X

@ Create user

Remove user

User name

Note: You must have privileges to create and remove users to use this feature.

10.1.18 Metrics

This provides graphical displays of app usage on a device, to see which apps are used the
most, and which are used the least. This information can help you make fact-based decisions,
to optimize the usage of your device and make it into a true business asset.
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The Metrics feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,

When you click on the Metrics tile, you’ll see graphs that tell you about app usage.

nnnnnnn

O

There is also an option to select a range of dates, search for an app and view its usage stats,
and to graph the results for a specified time period.

8§+ 0000

Metrics

Least used apps

12 3 a4 5 8 7

22 23 24 25 26 27 20 [
g

2@ 30 ®m 1 2

10.1.19 OTA (= Over-the-Air)

This enables an Android device to receive and install updates to its operating system or apps, or to
dispatch an image of an operating system to a device.

The feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Repository actions tab, under OTA.

When you click on OTA, a grid of stored OTA updates appears.
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OTA Q Search = v c X
® o /2 " 71 ¢ ® o S, @ 71 ¢ ® ¢ /@ 71 ¢
newline - wot 2023 V3.0.1 newline - wot 2023 V3.0.2 Newline (velvet) - Q_1.1.31
® & , @ 1 ® & , @ 71 ® & s @ 71
newline velvet - V1.1.56 Testing touch (2)
test desc clevertouch
e & , ® §F ¢ e & , @ § ¢ ® & , ® 7

vnc8114.5 “

CANCEL

vnc8114.4.7 vnc8114.4.7(2)

‘ ADD NEW ‘

You can choose to edit an existing OTA setting or add a new one.

To edit an existing OTA setting:
1. Select the tile of the desired OTA setting and click on the tile’s Edit icon. The “Edit” window

opens.
2. Supply the name, description, URL etc., and click Confirm.

Edit 'newline - wot 2023 V3.0..." X

newline - wot 2023 v3.0.2

http://dudi.devrdx.com:8000/0TA_T982_C4HHT_V3.
31dad176f5e2d017ad5743fdbc779415

V3.0.2

Set as private

To create a new OTA setting:

1. Click on Add New in the OTA panel of options. The New OTA window opens.

2. Supply the necessary information and click Confirm.
3. To send an OTA option to a device, select the relevant tile, and click Apply.

10.1.20 Policies

The Policies option is for blacklisting and blocking apps that have security issues and you
would prefer that they not run on certain devices.

The Policies feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under Policies,
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e The Device Dashboard, under the Repositories actions tab, under Policies.
When you click on Policies, a grid of stored policies appears.

10.1.20.1 Applying a Software Policy
You can select an existing software policy, or add and apply a new one:

Policies +

dudi-wifi __PrinteHP24 q

® = ;5 ® §

youtube app blacklist & web bla... c youtube blacklist q black list Hangouts u

URL Whitelist - https:/wikipedia... URL Blacklist - httns Hwikipedia...
SMART custom Palicy test M

® = , @ §g » ® = J @ =« ;5 @& § »

m q SmartURL anly

® = 5 @& § # ® = J

web ynet

® =& ;5 @& § »

Block Device Settings “ SMART SETTING DISABLE Nothing —

To add a new policy:

1. Click on the Add New button in the lower left.
The New Android Policy--Edit Details screen opens.

New Android policy

7

Set as private

CANCEL CONFIRM

Table 10-4: Policies icons

Icon | Description
2" | Edit Details

Block List

Web

General

1. In the Edit Details window, enter a policy name and description.
2. Click on the Block List icon. The Block List window opens.
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New Android policy

Block list (:,\
a8
Remove duplicate Selected apps

B’ +
: +
g M " >
» Play St (
»
E CPU-Z +
n Cal
+

> 2

3. Select the apps that you wish to block from the device by clicking on the Add to list
icon. The selected apps will now appear in the right-hand column of Selected apps.

Block list (4'\
Remove duplicate Selected apps
o Settings ; n Nova? 8
Play Store > CPU-Z _
» m* u
CPU-Z <

Iy

J

a Calculator +

" 8 > 2l

4. Click on the Web icon and select the type of list you are applying to this policy: a
list of apps to be allowed, or a list of apps to be blocked.
5. Supply the URLSs of the apps to be blocked, or to be allowed.

|
New Android policy

Block list

Blocklist URLs
URLs that will not be allowed

6. Click on the General icon ~ . The General window opens. This window allows for
setting a trigger to activate or stop a device policy.
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New Android policy

Activate policy by trigger
This will allow you to activate and stop the policy by a selected trigger

SELECT TRIGGER

Add settings to policy

This function will allow you to add settings repositories to your policy

SELECT SETTINGS

Radix

Please notel once exiting policy mode, only applied settings with allow/disallow configuration will revert to the original state (e.g. disallow install

apps will revert to allow install apps)

7. Supply the trigger and settings and click Confirm. The new policy will appear in the Policies

window.

8. Apply the policy to a device by selecting the policy and clicking Apply.

10.1.20.2 Removing a Software Policy

If you wish to remove the software policy that you applied to a device, there is an option in the

Policies screen to erase any policies.
To remove a policy from a device:

1. Open the Policies window.

Policies

None dudi test
Apply to remove existing policy x

Y

e & , @

android for work x-plore block

e = ,2 @& Fg e =2 , @

test123 NEW COMMAND POLICY

‘ ADD NEW ‘

Q Search
only filter

@ = J
nonel

® = /

TA - Block Youtube

2. In the Policies window, select the None option, and click Apply.
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You will see a popup informing you if the software policy was removed successfully.

10.1.21 Remote Control

The Remote Control option allows you to access a device’s controls remotely. You can use
this in an “attended method”, when you want to provide a user with a live demo of how to
access a feature on their device. Alternatively, it can be used in an “unattended method”,
when you’re trying to manage a device that’s just used in Kiosk mode, where it’s just used for
an unmanned display.

The Remote Control feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon from the Remote icon,
e The Device Dashboard, from the Remote tab.

If the device’s Account Settings require users’ permission for remote control (see Section 8.1,
Remote Control Option), when you click on the Remote or Remote Control icon, a message
will appear on the user’s device, prompting them to allow a remote-control session:

Remote Control

Viso is asking your permission to start remote control session

DENY.

Figure 10-15: Prompt on the user's device, to allow remote control of a device

After the user allows remote access, the device’s display will appear in the Radix Device
Management interface:
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© Radix Viso MDM - Google Chrome ; - a

@ visomdm.com/index.html#/remote?wrc=false&id=HA195F3Y&url=wss:%2F%2Fkarma-ws.glbth.com

> T &0

©

T

Figure 10-16: Radix Device Management Remote Display of Tablet Computer

In this example, the Viso 2.0 User has full access to all the functions and apps in the user’s
tablet computer.

There are a set of icons on the left of the display, enabling the Viso 2.0 user to perform the
following actions:

Table 10-5: Remote Access Commands

Icon Description
.t) Rotate left—Rotates the device display 90°
Ya counterclockwise
(h Rotate right—Rotates the device display 90° clockwise

Back—Goes back to the previous screen

Home—Goes to the device’s home screen

used apps

Menu—Goes to the user menu on an app that is presently
in use

D-pad—Emulates a directional pad as on a gaming
console, to move in different directions

(_
@ App switch—Allows you to switch to one of your recently-
‘_—r

-
Clicking on the = icon opens a directional pad, which emulates a game controller:
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Figure 10-17: Directional Pad Icons

Here is a brief description of the directional pad commands:

Table 10-6: Directional Pad Options

Icon Description
Moves the cursor up/down/right/left. Clicking on the center
button “selects” the item where the cursor is positioned.

Home: Goes to Home screen

Back: Goes back to the previous screen

Menu: Goes to the user menu on an app that is presently in use

Toggle: Allows you to toggle back and forth between the D-pad
menu and the Remote menu
Volume control: Raises and lowers the volume on the device

To stop Remote Control mode, simply close the Remote Control window.

10.1.22 Remote execute
This option allows the Viso 2.0 user to execute a particular command or script on a device.

The Remote execute feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Repositories Actions tab under Remote Execute.

When you click on the Remote execute tile, the Remote Execute window appears.
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Remote execute Q search Az ¥ c X
smartcli u launch Canal+ Setting imago g
® > @ § ® & », @ 7§ ® > »,r @ 7
calculator g Tap Mainland france g Click Add accessory g
® > s, ® § ® > s, & § ® > s, @ § #
Click Remote & Accessori... Open Settings 16.02 clear Android TV Youtube ...
“ ADD NEW ‘ CANCEL

You can select one of the existing options or create a new script to be executed remotely.
To create a new command to be executed remotely:

1. Click on Add New in the Remote execute window. The New Remote Execution
window appears.

New remote execution X

(@ commandiline () Script
Wait for exit
n Collect output

Run with high privileges

Set as private

2. Supply the command line arguments, or a script, and click Confirm. The new command will
appear in the Remote Execute window.
3. Select the command and click Apply. The command will be sent to the selected device.

10.1.23 Remove Google Accounts from a Device
This allows the Viso 2.0 user to remove all Google accounts from a device, or to retain one.

The Remove Google Accounts feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Manage tab.
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Remove accounts X

Remove all accounts

@ Keep one account

Enter an account name you'd like to keep

10.1.24 Restart

This allows the Viso 2.0 user to restart a device remotely.
The Restart feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Power tab, under Restart.

When you click on the Restart tile, the Restart window opens:

Restart

Are you sure you want to restart selected device?

oc

10.1.25 Scheduler & trigger command

This allows you to create a trigger for a device (by timing, geofencing, Wi-Fi, or upon
Startup) from within the Device Dashboard, and lets you program the device’s reaction to the
trigger, by selecting a particular Viso command to be executed.

The Scheduler & trigger command feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Schedule & trigger command tab.

When you click on the Schedule & trigger tile, the Schedule & trigger command window
opens:
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Schedule & trigger command X

*'Scheduler & triggers command' allows you to attach a command
to a scheduler/trigger in order the execute the command
according to the selected scheduler/trigger's configuration.

rf;‘on‘n‘and name ‘

[ SELECT TRIGGER }
2y
[ SELECT COMMAND }

To use the Schedule & trigger command:

1. Assign a name to the command.
2. Click Select Trigger. The Schedule & Trigger window opens, with saved options.

Schedule & trigger Q Search AZ v c X
YLP Timing temp test tag geofence
Tryout
® 06 » ® § ® 6 ,» & § X ® & , @& 7§
lock my device if leaving ... HP5 moto
® & », @ §F e T 7 @ § 2 ® O r & § »

hoy m hila28.5 “ 16.08 “

‘ ADD NEW ‘ CANCEL m

If you wish to create a new Schedule & trigger command.

1. Click on Add New. The New scheduler and trigger window opens.
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New scheduler and trigger X

Set as private

2. Assign a name and description to the scheduled command and its trigger.

3. Click on the Add trigger icon . You have 4 options to select as a trigger:

New scheduler and trigger X

Startup
Timing
Geofencing

Wifi

React to trigger state changed (For Policy and Kiosk
items) ©

0On condition equals '0":

(@) start End MNothing

0On condition does not equal '0":

Start End @) Nathing

CANCEL m

e Timing: To execute a command at a particular date and time. The timing can be a
one-time trigger, a trigger limited to a range of dates, or a perpetual trigger with no
definite end date.
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New scheduler and trigger
Select trigger
Timing

Timing type
Once

Execution time
18:29

Start date
f Nov 17,2023

Time to live

Apply only if idle
Apply trigger to the device only if it is idle during the time slot

Condition command line (run if exit code = 0, Optional)

Figure 10-18:Timing option with a one-time trigger

Edit 'moto’

Select trigg

Timing

Timing type
From/To date

St: Execution time End date

ate
Nov 19,2023 21:35

type
Interval

Days of week

Days of month

T actIon WITOCTUr every TIIMUTES

Figure 10-19:Timing option with a trigger on defined dates
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Timing

Forever

Nov 19, 2023

21:25
Days of week
Time to live
1 0
Figure 10-20: Trigger option with no end date
°

New scheduler and trigger

Geofencing

~
ey "5‘?
HH >
NY 9A

Museum
of Natural

History

7 3
sadway & LT b

72nd Street

= eaflet | © Openszreenjap
Figure 10-21: Geofencing Option, delimiting a geographical area
°

86th Stre:

815t Street

B
A Sraane
9,55
Central %,
2
Park

5

&

Wi-Fi: To execute a command upon receiving a Wi-Fi trigger.

Geofencing: To execute a command within a certain geographic perimeter. You can
device leaves that perimeter.

draw the perimeter on a map and specify that the command should be executed if the
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New scheduler and trigger X

wifi

[

SSID is required

On enter:
(@ start End Nothing
On exit:

Start End (@) Nothing

e Startup: To execute a command on the device every time it starts up.

New scheduler and trigger x

Startup

Every startup

React to trigger state changed (For Policy and C’)
Kiosk items)

On condition equals '0":

(@ start End Nothing

On condition does not equal '0":

Start End (@) Nothing

4. After you have selected a trigger, you then click on the Select Command button to
specify a Viso command to be executed.
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Schedule & trigger command

*'Scheduler & triggers command’ allows you to attach a command

to a scheduler/trigger in order the execp=#~+=~mnmmma= —
according to the selected scheduler/tri =)

Advanced messaging
Command name

Clear apps data
‘ SELECT TRIGGER }
Disable apps
SELECT (')ﬁHHAHD } —
‘ N -

Install package

x

0TA

[ |
L)

Restart

am

AFW install / uninstall

|

Device alert

Enable apps

Lock

P

Remote execute

-

Screen settings

Appendices

*

Change agent password

<

Device settings

y 2

Firmware update

Manage users

Remove Google accounts

from device

]

Send files

5. After you select the command, you link it together with the desired trigger. The result

should appear something like this:
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Schedule & trigger command X

*'Scheduler & triggers command' allows you to attach a command
to a scheduler/trigger in order the execute the command
according to the selected scheduler/trigger's configuration.

Command name
YLP Shutdown trigger - Shutdown

SELECT TRIGGER ‘

selected trigger:

YLP Shutdown trigger

‘ SELECT COMMAND ‘

selected command:

Shutdown [

10.1.26 Send files

This allows you to send specific files to a device.

The Send Files feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Repositories action tab, under Files.

When you click on the Send files tile, the Files window opens.

Files Q Search Az
cc @ PICOVR12FILES mdm ultimo
e & 72 § ¢ @ O /s . ¢ e & 7
radix_mdm_25,6,1,737.apk image eldar 1 pic
e § 7 [ B 4 ® & 7 e § -
zoom apk

o “ -

‘ ADD NEW ‘

To add a file that doesn’t appear among the options:

Page 122

v e x
[ I 4
L I 4

CANCEL




Ra d ix Appendices

1. Click on Add New in the lower left corner. The New File window opens.

New file X
iltimo
File from Url
Upload file ‘
text.txt
Enter destination of the file(s) on
devices. Make sure you complete the
Set as private full path of the destination such as:
‘/mnt/sdcard/Documents’
pK

2. Choose Upload file to upload a file from your computer to the Viso interface or select File

from URL to upload a file from the Internet.

Supply the file destination as a path, such as /mnt/sdcard/Documents.

4. Click Confirm. The new Send File option will appear in the Files window, allowing you to
send it to the selected devices.

98]

10.1.27 Send message

This command allows you to send a simple text message, with a message title and body, to a device.

The Send Message feature can be accessed by:

e The device’s kebab menu.
e The Device Console ribbon, under More actions.
e The Device Dashboard, from the Send Message tab.

Send message X

Greeting

Hello World!

10.1.28  Shutdown

This command shuts the device down remotely.

The Shutdown feature can be accessed by:
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e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Power tab, under Shutdown.

Shutdown

Are you sure you want to shutdown selected device?

10.1.29  Smart recovery

This allows you to implement settings to repair a device that has crashed. Options include
restoring a device’s system configuration and settings to the latest system snapshot, or factory
settings. You can access this command from the Device Console ribbon, under More actions.

When you click on the Smart Recovery option, the Smart Recovery window opens.

Smart recovery Q Search Az ¢ c X
eldar save 11 LITE 10.1 Update Baseline Restore to base line
LITE 101 Update Baseline
® O s, ® § @ D s, ® 7§ » ® 9, ® 7§ »
SR PRO Restore Restore Retore DUO
SR PRO Restore Restore dsadasdadasd
® 5 /s & § @ 9 s, ® 7§ » ® 9 s, ® 7§ »

SR Duo snapshot Dou - uninstall password 1-Ite
Take new Snapshot

CANCEL

‘ ADD NEW ‘

If you wish to create a new Smart recovery option:

1. Click Add New. The New Smart Recovery window opens.

New smart recovery X

[ |

Description

Select model

LTE v

Set as private
This repository item will be visible only to this

user
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2. After you select a name, description, and model of the remote device, choose a restore
method from the drop-down menu.

New smart recovery X

Name is required

Change restore mode

Restore system

Save changes

Change client smart recovery password

Register

‘ Uninstall client smart recovery

3. Click Confirm. The Smart Recovery method will be saved.
4. To implement a Smart Recovery method, select it from the list, and click Apply.

10.1.30 Sound siren

This option sounds an alarm on the device. This may be handy in an emergency situation.
The Sound Siren feature can be accessed by:

e The device’s kebab menu, or
e The Device Console ribbon, under More actions.

Siren

Are you sure you want to start a siren on selected device?

10.1.31 Tags
This option allows you to add to or remove tags from a device or user. These tags can help you in
grouping users together, or when searching for devices.

The Tags feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Manage tab, under Tags.
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Tags X

Add or remove tags from selected devices

new &

To add a tag:

1. In the Device Console, select a device, or several devices, by checking their checkbox
in the far-left column.
2. Click on More Actions in the Devices Console Ribbon and select the Tags tile.

Devices = c m
B F
Enable apps Exportto CSV Firmware update
-] 0. = { Name 3 Policy-Kiosk = £ Tags = Local ip address
2 o4
o M/ Mymediabox new 1234 mydevices 192168.5.207 18193110
Kiosk Manage use Metric:
new 2905 29085  mike
M/ MikeYogall 192:168.5.19 18193110
= < °
% -
N Remove Google accounts ||,
] = 7 Hola 1921685116 oTA o 18193110
a Py / newline new @33 asa 192168.43.1 . 5.8193110
s 0
[] = 7 new 192:168.5.230 Restart Send il 18193110
a - 7 new  racing1234 192168.5.48 = (0] b0 1.8193.110
Send message Shutdow Smart recovery
& 7 new 192168595 18193110
»
. Q W
M/ Lenovo9black 6Q v 1921681191 = 71.201.243
Sound Tag: Uninstall packages
= 7 ) 192168590 @ 18193110
4 192.0.0.4 1.133.229.107
- ’ VPP install / uninstall Wake on lan
- f yehuda new  yehudap  yip 10.0.0.4 U Nov 29, 2025,12:39 .. 31.B2329/5519254 147.235.206.169
= 7 new 1921685136 Nov 29, 2023, 12:39 .. 213.8493:10

3. Enter the name of the tag that you want to apply to these devices, and press Confirm.
You can add several tags this way.

o

4. If you wish to delete a tag, click on the on the tag.

10.1.32  Timeout

You can use this as part of the Workflow command (Appendix A, Section 10.1.36). When you
create a workflow of several commands, the Timeout option puts a time delay between the
commands.

To access the Timeout command, go to Workflow>Add New Workflow>Add
Command>Time out.
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Time out X

0 :‘ 10

In this Workflow example, the device will display a popup message, wait for 10 seconds, and
then display a second popup message.

Edit"YLP timeout' X

ADD COMMAND

Stop on
failure

Popup message: Before timeout ; T... Wait until
done

L]

X ’

Wait for 0:00:10

Stopon

failure

Popup message: After timeout ; Thi... u Wait until
done

CANCEL
10.1.33 Uninstall packages

This command lets you uninstall software packages or apps on a device.

The Uninstall packages feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions.

When you click on the Uninstall packages tile, the Uninstall packages window opens:
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Remove duplicate Selected apps
E Contatti +
Telefon +
@ Setari +
> Play Store +
@ CPU-Z +
Calculator +
— Malandarin
1-10 of 24238 > >l
CANCEL

To uninstall a software package:

1. Click on the Add to list icon next to the software package you wish to uninstall. The package

will now appear in the Selected apps column.
Uninstall packages

Remove duplicate Selected apps

a Agenda . E Calculator
Telefon "
o Settings . >

Play Store (
S +

cPU-Z
‘ﬁF +
E Calculator I

rpv

2. Click Uninstall to remove the software packages from the device.

10.1.34 VPP Install/Uninstall

]}

This allows you to install or uninstall a program via the Apple Volume Purchase Program

(=VPP).

The VPP Install/Uninstall packages feature can be accessed by the Device Console ribbon,

under More actions.
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VPP install X
Radix LTD ™ Purchase new app ABM / ASM (2)
(@) Install Uninstall

Remove app when MDM profile is removed

Prevent backup of the app data

Install app as managed

clolc)

Name 0s Total Available Inuse Device assignable Price

emsperpage: 10 ¥ 0ofo

10.1.35 Wake on LAN

This option allows a device (or group of devices) to be turned on or “awakened” by means of a
network message or a time trigger. However, this option is only available if:

e The remote device that you are trying to wake up has an Ethernet connection, and
e The remote device was turned off manually (not by means of a Viso Shutdown command).

The Wake on LAN feature can be accessed by:

e The device’s kebab menu,
e The Device Console ribbon, under More actions,
e The Device Dashboard, from the Power tab, under Wake on LAN.

When you click on the Wake on LAN tile, the Wake on LAN window opens:

Wake on lan X

Select device/s that you wish to wake up.
You can choose a filter or group for multiple devices orinput a
single device ID

(@) Filter Group Device

none

Advanced wake-on-lan settings (/>

CANCEL CONFIRM

Figure 10-22: Wake-on-LAN window

You have the following options:
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e By Device ID: Here, you can opt to wake up a single device by supplying its Device
ID. You can find the Device ID in the list of devices, in the Device Console:

Wake on lan X

Select device/s that you wish to wake up.
You can choose a filter or group for multiple devices orinputa
single device ID

Filter Group @ Device

Advanced wake-on-lan settings

Figure 10-23:Wake-on-LAN option to turn on a single device

e By Group Name: Here, you supply the name of the group in the “Select group” field,
either by typing in the name, or selecting it from a drop-down list. This will turn on
the group of devices, by sending the Wake-on-LAN signal to the entire group, as long
as all of the devices in the group have an Ethernet connection and were turned off
manually.

Wake on lan X

Select device/s that you wish to wake up.

You can choose a filter or group for multiple devices orinputa
single device ID

Filter (@ Group Device

none

All
New devices
0 demo-device

1

Figure 10-24: Wake-on-LAN option to turn on a group of devices

e By using a filter: With this option, you can turn on a group of devices based on a
predetermined filter. You can use existing filter options, or create a new filter, as
mentioned in Section 4.2.1.2.
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Select device/s that you wish to wake up.

You can choose a filter or group for multiple devices or input a single
device ID

i.: Filter Group Device

YLP Filter

Advanced wake-on-lan settings

10.1.35.1 Advanced Wake-on-LAN

There is also an “Advanced Wake-On-LAN” setting option, in the event that your network
has stricter rules and requires the Broadcast Address and Port to execute a command over

LAN. This is useful if there is a specific Broadcast Address and IP port for your network of
devices.

Wake on lan X

Select device/s that you wish to wake up.

You can choose a filter or group for multiple devices orinput a
single device ID

I@I Filter Group Device

none

Advanced wake-on-lan settings e

CANCEL CONFIRM

Figure 10-25: Advanced Wake-on-LAN fields

10.1.36 Workflow

The Workflow command allows you to arrange a series of commands in a particular order,
save the arrangement, and deploy the workflow to a device or fleet of devices. There are also
options to create a Favorites menu or move commands around within workflows.

The Workflow feature can be accessed by:
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e The device’s kebab menu,
e The Device Console ribbon, from the Workflow icon,
e The Device Dashboard, from the Repositories actions tab, under Workflow.

When you click on the Workflow icon, the Workflow window opens:

Workflow AZ ¥ [<] X

- L] L4 = - ”~ - - Ld = - ”~ - L] L4 = - ”~

- w

® N 5 & §F »

N G ‘
|

® N @ ® N - & §F #

workfiow 1oy w 18.06vr w WORKFLOW ANDROID pico vr w
>

e N - ® § ® N 7

send message Name Your Workflow

Describe your Workflow

® v 5 @ ® ¥V 5 @

DCIM 1234567 8-12 dcim

e N @

rY
=
»
®
«1
\

‘m
=
»

ADD NEW CANCEL

You select an existing workflow and apply it or add a new workflow tile to the list.

To add a new Workflow:

1. Click on the Add New button in the lower left corner of the Workflow window.
The New Workflow—Edit Details screen opens.

r
New workflow ®

| #

Set as private

CANCEL CONFIRM

2. To add commands to the workflow, click on the Commands icon E .
3. Click on Add Command.
The Commands Grid opens.
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Advanced messaging

o

Device settings

y 2

Firmware update

Manage users

>—

Remote execute

b

Send files

D

Smart recovery

@

Uninstall packages

Clear apps data

B

Disable apps

Install package

Remove Google accounts
from device

&

Send message

al

Sound siren

®

Wake on lan

L

Device alert

Enable apps

Kiosk

H

Policies

~
L=

Restart

O

Shutdown

2

Time out

Appendices

Figure 10-26: Workflow Commands Grid

4. Select a command from the grid. It will appear in the New Workflow window.

New workflow X
ADD COMMAND

| i Stop on failure

©  Sound Siren Waituntildone B

5. Select all the commands for the desired workflow in the same manner, using Add
Command.

6. If you wish to rearrange the order, click on the Press to drag icon and move the
commands in the preferred order.
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ADD COMMAND

Sound siren Stoponfailure  _
Sound Siren Waituntiidone

Stopon s
Send message failure ;B
Popup message: Quiet ; Some quiet... Wait until

done

n Sound siren Stop on failure
ress to dra

Sound Siren Wait until done &

7. Click Confirm to save the Workflow.
8. To implement the Workflow, select it in the Workflow window, and click Apply.

10.2  Pinning and Unpinning Commands

By clicking on the pin icon in the upper right of one of the tiles, you can pin that tile to the
top rows of “favorite” commands.

Advanced messaging Clear apps data Device alert
o =
Device settings Disable Enable apps
9 Pin to favorites i
Firmware update Install package Kiosk
e &
Manage users oTA Policies
L]
fs |
> - ¥

Remove Google accounts

Remote execute from device

Restart

D & O
Send files Send message Shutdown

D Q X
Smart recovery Sound siren Time out

You can later remove that command from the Favorites row by clicking on Remove from
favorites. The command tile will revert back to its place in the alphabetical list of commands.
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Remowve from favorites
= M

Install package

Advanced messaging Clear apps data Device alert
o] B
Device settings Disable apps Enable apps
+ a
Firmware update Kiosk Manage users
<
3 N >_
oTA Policies Remote execute
e
M
- " D
Remove Google accounts
from device Restart Send files
= O )
Send message Shutdown Smart recovery

Appendix B: General Device Console Tile options

Many of the Viso 2.0 Consoles will have tiles with editable settings. You can adjust the color
of the tile, change the icon displayed, pin it to the top of the screen for easier access, and
more.

Depending on the command, the tile will have either five or six options:

GeoGebra Graphing
Calculator (V5.0.632.0)

org.geogebra.android

® = // § ¢

Figure 10-27: Sample Install Package Tile, with five editing options
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Hotel KIOSK

’ ———
¢ = , & 5§
Figure 10-28: Sample Kiosk Tile, with six editing options

Table 10-7: Tile Editing Options

Icon Description
@ Pick Color
P Pick Icon
,‘ Edit
L! Clone
'i' Delete
' Pin to Top
/

10.3.1 Pick Color
The Pick Color palette icon @ allows you to set a color for the package to be installed, to
distinguish this particular package from the others.

GeoGebra Graphing )
Calculator (V5.0.632.0) B

" ra.android

Pick color

B - con.
I I -
I I

10.3.2 Pick lcon

Clicking on the Pick Icon icon Il allows you to set an icon for a particular command
tile, instead of the default “Control Panel” icon.
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10.3.3 Edit Icon

,‘

Clicking on the Edit icon
10.3.4 Clone

This allows you to create a duplicate of a particular tile.

will allow you to edit the data in the particular command.

Hotel KIOSK

® =& [ 4

The clone will receive the same name as the original setting, with the addition of the suffix

(2):

Hotel KIOSK (2) Hotel KIOSK

® =& , @ g ® = , @ g »

10.3.5 Delete

GeoGebra Graphing
Calculator (V5.0.632.0)

org.geogebra.android

Delete

® ® / § *

This allows you to delete the Install package tile. You will receive a prompt to verify if you
are sure about deleting the tile:
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Are you sure you want to delete 'GeoGebra Graphing Calculator ( V5.0.632.0)' ?

10.3.6

Pin to Top

This option allows you to pin the command to the top of the Install Package screen, for
easier access. This is handy if you want to install an app on many devices.

GeoGebra Graphing
Calculator (V5.0.632.0)

org.geogebra.android

Pin to top

Appendix C: Table of Commands

Table 10-8: List of Commands--All Operating Systems

Icon Description Device Operating System
9
Android | Chrome |iOS |MacOS | Windows
E Advanced Android
Messaging
o | AFW Android
Install/Uninstall
i Apple Custom i0S MacOS
Command
> Change agent Android Windows
password
° Clear apps data Android
D Dep Apple Profile i0S MacOS
¢ Device Settings Android Windows
IEI Disable apps Android
Enable apps Android
=- Export Blue Windows
- Screen Data
E Export to CSV Viso Interface Feature
;, Firmware update | Android
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Group Dashboard

For managing groups of devices/users

=
,* Group For managing groups of devices/users
Management
i Install Packages Android i0S MacOS | Windows
Kiosk Android Chrome |iOS MacOS | Windows
@ Manage Users Android
™
|ﬁ Metrics Android Chrome Windows
;\& OTA Android
I:I Policies Android Chrome |iOS MacOS | Windows
g Remote Control Android Windows
> Remote Execute Android Windows
@ Remove Google Android
& | accounts from
device
S Restart Android i0OS MacOS | Windows
F} Scheduler & Android Windows
triggers command
D Send files Android Windows
= Send message Android | Chrome Windows
(D Shutdown Android iOS MacOS | Windows
-3) Smart recovery Windows
.D.. Sound Siren Android
‘) Tags Android | Chrome [iOS MacOS | Windows
E Timeout Feature in Workflow Command
lil Uninstall Android Windows
packages
i VPP iOS MacOS
install/uninstall
@ Wake on LAN Android Windows
.:. Workflow Android Windows
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